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A BILL
FOR

AN ACT To PROVlDE FOR THE ENACTMENT OF CHILD
ONLINE ACCESS PROTECTION BILL 2023 AND OTHER IsSUES
OF ONLINE VIOLENCE AGAINST THE NIGERIAN CHILD AND
FoRRELATEDMATTERS

Spo ored

( ] Commencement

ENACTED by the National Assembly of the Federal Republic of

Nigeria asfollows:
I 1. TbeobjectofthisActis: Object

2 To improve and regulate online activities/material to protect the Nigerian
3 child
4 2. There is hereby established a department to be known as E- Establishment

5 Commissioner housed within the Federal Ministry of Communications and

6 Digital Economy with offices at the Nigerian CommunicationCommission

7 offices.
8 3.-(1) As from the commencement of this Act, there shall be Funding

9 charged and payable an annual Child online protection tax which shall be
I0 assessed, collected and administered in accordance with the provisions of
11 thisAct.
12 (2) The tax at the rate of 0.02 percent shall be charged on the
13 assessable profit of a Search Engine, Telecom Service Providers, Artificial
14 Intelligence, Gaming, Streaming and Social MediaApp Vendor companies
15 registeredinNigeria.
!6 (3) The assessable profit of a company shall be ascertained in the
17 manner specified in the Companies IncomeTaxAct.
18 (4) The Government shall provide initial funding for the
19 implementation of thisAct through itsbudgetary allocations.
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sessment and
llection of tax

ppointmen
t f the
-Commissioner

4.-(1) The Federal Inland Revenue Service (in this Act referred to as

2 "the Service") shall assess and collect from a company the tax imposed by this

3 Act and accordingly-

4 Cal shall, when assessing a company, for company's' income tax for an

5 accounting period of the company, also proceed to assess the company for the

6 tax due under this Act;and

7 (b) the provisions of the Act relating to the collection of company's'

8 income tax shall, subject to this Act, apply to the tax due under this Act.

9 (2) The tax imposed by this Act shall be due and payable within 60

10 daysaftertheServicehas servednotice ofthe assessmentonacompany.
II (3) The Service may, for the purpose of assessment and collecting the

12 tax imposed by thisAct, devise such forms as itmay deem fit. ..
13 5.-(1) The £-Commissioner is to be appointed by the Relevant

14 Minister bywritten instrument.

15 (2) A person is not eligible for appointment as the £-Commissioner

16 unless the Relevant Minister is satisfied that the person has:

17 (a) substantial experience or knowledge; and

18 (b) significant standing;

19 in at least one of the following fields:

20 (c) the operation of social media services;

21 (d) the operation ofthe internet industry;

22 (e) public engagement on issues relating to online protection;

23 (f) public policy in relation to the communications sector.

24 (3) The £-Commissionerholds office on a full time basis.

25 Period ofappointmentfor theE-Commissioner

26 The £-Commissioner holds office for the period specified in the instrument of

27 appointment.The period must not exceed 5 years.

28 Acting appointments:

29 (I) The Relevant Minister may appoint a person to act as the E-

30 Commissioner:
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(a) during a vacancy in the office of theE-Commissioner
(whether arnot anappointment haspreviously beenmadeto the office); or

(b) during any period, or during all periods, when the E-
Commissione

r:
(i) is absentfromdutyor fromNigeria;or
(ii) is, for any reason,unable to performthe duties of the office.
(2) A person is not eligible fur appointment to act as the E-

Commissioner unless the person is eligible for appointment as the E-
Commissioner.

0 Basic Functions oftheE-Commissioner shall include:
I1 (a)promotingonline protectionfor theNigerian child;
12 (b)Ministeringcomplaints system for cyber bullying, cyber abuse,
13 cyber extortion and other cyber activities/material that may impose harm
14 targeted atNigerian child;
15 (d) Ministering complaints and objections system for consensual
16 andnon consensual sharingof intimatevoicesandimages;and
17 (c) Ministering the online contentscheme;and
18 (d) coordinating activities relating tc online protection for
19 Protectionof the child.
20 6.-(I) Thedetailedfunctions ofthe E-Commissioner are:
21 (a)such functionsas areconferredon theE-Commissioner by:
22 (i) thisAct;and
23 (b) topromote online protectionforNigerian child; and
24 (c) to support and encourage the implementation of measures
to
25 improve online protectionforNigerian child; and
26 (d) to coordinate activities of agencies relating to online
protection
27 forNigeriachild;and
28 (e) to coilect, analyse, interpret and disseminate information
29 relating toonlineprotectionforNigerianchild;and
30 (i) to support, encourage, conduct, accredit a,_qd
evaluate

Detailed functions
of theE-Commissioner
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educational, promotional and community awareness programs that are
2 relevanttoonlineprotectionforNigerianv;and
3 (g) to make, on behalf of the govermnent, grants of financial
4 assistance in relationto online protection forNigerian child;
5 (h) to support, encourage, conduct and evaluate research aboutonline
6 protection forNigerian child;
7 (i) to publish (whether on the internet or otherwise) reports and papers
8 relatingtoonline protectionforNigerian child;and
9 G) to give the RelevantMinister reports about online protection for

10 Nigerian child;
11 (k) to advise the Relevant Minister about online protection for
12 Nigerians;
13 (l) to consult and cooperate with other persons, organisations and
14 governments ononlineprotection forNigerian child; and
15 (m) to advise and assist persons in relation to their obligations under
16 thisAct;
17 (n)tomonitor compliancewiththisAct;
18 (o)to promotecompliancewith thisAct;
19 (p) toformulate, inwriting, guidelines or statements that:
20 (i) recommend best practices for persons and bodies involved in
21 onlineprotection forNigerianchi!d;and
22 (ii) are directed towards facilitating the timely and appropriate
23 resolution of incidents involving material provldedon a social

media service1

25 (q) to promote guidelinesandstatements formulated under
paragraph

26 (p);and
27 (r) such other functions (if any) as are specified in the legislative

28 rules;and
29 (s) to do anything incidental to or conducive to the performance of

- I

24 relevantelectronic service or designated internetservice;and
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any ofthe above functions.
Grants:

(2) Financial assistancemay begrantedunder paragraph
(1)(g) to: (a)aState;or
(b) apersonotherthanaState.
(3) The terms and conditions on which fmancial assistance is

granted under paragraph (1)(g) are to be set out in a written
agreement between theFederationand thegrantrecipient.

(4)An agreement under subsection (3) is to be entered iota by the
0 E-Commissioner on behalf of theFederation.
1 Guidelinesandstatementsarenot legislative instruments
2 (5) Guidelines and statements formulated under paragraph (l)(p)
3 are not legislativeinstruments.
14 7. The £-Commissioner has power to do all things necessary or Powers of the

E.-Commissioner
15 convenient to be done for or io connection with the performance of theE-
16 Commissioner,sfunctions
17 8.-(1)Thecomplaintssystem for cyber bullyingcyber abuse,
cyber

Complaints,

Objections and
18 extortionand othercyber activities thatmay
imposeharm-

Investigations

!9 (a) the provider of a social media service, a relevant electronic
20 service or a designated internet service may be given a notice (a removal
21 notice) requiring the removal from the service of cyber bullying cyber
22 extortion and other cyber activities that may impose harm targeted at
23 Nigerianchild;
24 (b) a hosting service provider who hosts cyber bullying, cyber
25 extortion and other cyber activities that may impose harm targeted at
26 Nigerianchild;
27 (c) a person who posts cyber bullying material targeted at a
28 Nigerian child may be given a notice (an end user notice) requiring the
29 person to remove the material, refrain from posting cyber bullying, cyber
30 extortion and other cyber activities or apologisefor postingthematerial.
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(2) Complaints about cyber bullying material cyber extortion and
2 other cyber activitiestargeted at a Nigerianchild
3 ComplaintmadebyaNigerian child:
4 (I)IfaNigerian child has reason to believe that the childwas or is the
5 target of cyber bullying,cyber extortionand other cybermaterial that has been,
6 oris being,provided on:
7 (a)ap!!f(icularsocialmedia service;or
8 (b)aparticular relevant electronic service;or
9 (c)a particulardesignated internet service;
10 thechildmaymakea complaint to theE-Commissionerabout thematter.
II Camp/ aint made on behalf of aNigerian child

12 (2)If:
!3 (a) a person (the responsible person) has reason to believe that cyber
14 bullying cyber extortion and other cyber activities material targeted at a
15 Nigerian childhas been,oris being, provided on:

16 (i) aparticularsocialmedia service;or
17 (ii) aparticular relevantelectronic service;or
18 (iii) aparticu1ardesignated internetservice; and
19 (b)either:
20 (i)the responsible person isa parent orgnardian of thechild;or
21 (ii) the child has authorised the responsible person to make a
22 complaintaboutthematter;
23 the responsible person may, on behalf of the child, make a complaint to theE-
24 Commissionerabout thematter.
25 Complaint made by an adult who was aNigerian child

26 (3)If:
27 (a)a person isanadult;and
28 (b) the person has reason to believe that, when the person was a
29 Nigerian child, the personwas the target of cyber bullying cyber extortion and
30 othercybermaterial thatwas provided on:
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1 (i) a particular socialmediaSJ<rVice;or
2 (ii) aparticularrelevant electronic service; or
3 (iii) aparticular designated internet service;
4 the person may maka
5 so long as:
6 (c) the complaint is madewithin a reasonable time after the person
7 became aware ofthematter;and
8 (d) the complaint is made within 6months after the person reached
9 18years.
10 Complaint previously made to the service provider:
11 (4)If:
12 (a) a complaint made by a person under this section concerns
13 material thathasbeen, or isbeing,providedon:
14 (i) asocial media service;or
15 (ii) arelevant electronicservice;or
16 (iii) adesignated internetservice;and
17 (b) the person wants the E-Commissioner to give the provider of
18 the service a removal notice requiring the provider to remove the material
19 from the service;
20 the complaint under this section must be accompanied by evidence that the
21 material was the subject of a complaint that was previously made to the
22 provider ofthe service.
23 (5) For the purposes of subsection (4), evidencemust be in a form
24 required by theE-Commissioner.
25 (6)If:
26 (a) a socialmediaservice;or
27 (b)arelevantelectronicservice;or
28 (c) a designated internet service;
29 issues areceipt or complaint number to a complainantas part of its ordinary
30 business processes, the £-Commissioner may require evidence to be in the
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fonn of the receipt or complaintnumber.
2 (7) If:
3 (a) asocial mediaservice;or
4 (b) a relevant electronic service; or

5 (c)adesignatedinternetservice;
6 does not issue a receipt or complaint number to a complainant as part of its
7 ordinary business processes, the£-Commissioner may require evidence to be:
8 (d) inthe form of a screen shot; or
9 (e) in the form ofastatutorydeclaration;or
I 0 (f) in such other formas theE-commissioner specifies.
II (8)Subsections(6) and (7) donot limitsubsection (5).
12 (9)A requirement under subsection (5), (6) or (7) is not a legislative
13 instrument.
14 brvesligation of complaints:
15 (I) The E-Commissioner may investigate a complaint made under
16 section5(I).
17 (2) An investigation under this section is to be conducted as the E-
18 Commissioner thinks fit.
19 (3) The E-Commissioner may, for the purposes of an investigation,
20 obtain information from such persons, and make such inquiries, as the E-
21 Commissioner thinks fit.
22 (4) Subsections (1), (2) and (3) have effect subject to investigative

23 powers conferred on the £-Commissioner

24 Terminationofinvestigation:
25 (5) TheE-Commissioner may terminate an investigation under this

26 section.
27 (2)Complaints about, and objections to, intimate images
28 (1) The complaints and objections system for non consensual sharing
29 of intimate images include thefollowing components:
30 (a) a person whoposts, or threatens to post, an intimate imagemay be
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1 liable to a civil penalty;
2 (b) the provider of a social media service, relevant electronic
3 service or designated internet service may be given a notice (a removal
4 notice) requiring the provider to remove an intimate image from the setVice;
5 (c) an enduser of a social media service, relevant electronic service
6 or designated inten1et service who posts an intimate image on the service
7 may be given a notice (a removal notice) reqn.iring the end user to remove
8 the image from the service;
9 (d) a hosting serviceprovi\lerwho hosts an intimate imagemay be
10 given a notice (a removal notice) requiring the provider to cease hosting the
II image
12 ComplaintsAbout,AndObjectionsTo,Intimate!mages
13 Complaints
14 Complaintmade by a person depicted in an intimate image
15 {1) Ifa person has reason tobelieve that an intimate imagehi!!' been
16 Posted in relation to an intimate llfthe
17 complaint to theE-Commissiomi abOtltthe
18 (2) If the complainant is not able to identifY the person who
19 allegedly posted an intimate image ofhislher, the COffiplainantmust make a
20 statementto theE-Commissionerto that effect.
21 Complaint made onbehalf of a persondepicted in an intimate image
22 (3)!faperson (the authorised person) has reason to believe that an
23 intimate image has been Posted in relation to an intimate image of another
24 person (the depicted person), the authorised person may, on behalf of the
25 depicted person,make acomplaint to the £-Commissioner about the matter,
26 so long as:
27 (a) the depicted person has authorised the authorised person to
28 make a comp1aint about thematter;or
29 (b)both:
30 (i) the depictedperson is a childwhohasnotreached16years;and
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1 (ii) the authorised person is a parent or guardian of the depicted
2 person; or
3 (c)both:
4 (i) the depicted person is in a mental or physical condition (whether
5 temporary or permanent) that makes tbe depicted person incapable of
6 managing thedepicted person's affairs; and
7 (ii) the authorised person is a parent or guardian of the depicted
8 person.
9 (4) The authorised person must make a declaration to the E­
10 Commissioner to the effect that the authorised person is entitled to make the
11 complaintonbehalf of the depictedperson.
12 (5) If the authorised person is not able to identifY the person who
13 allegedly posted an intimate image, the authorised person must make a
14 statement to theE-Commissionertothateffect.
15 Objectionnotice:
16 Objection noticegiven bya persondepicted in an intimate i;nage
17 (1)If a person (the depicted person)has reason to believethat:

!8 (a) an intimate image of the depicted person is, or has been, provided

19 on:
20 (i)a socialmediaservice;or
2! (ii) arelevantelectronicservice;or

22 (iii) a designated internet service;and

23 (b) the provisionofthe intimate image on the service is notan exempt

24 provisionofthe intimate image;and
25 (c) anyofthe followingconditions is satisfied:

26 (i) the depicted person is ordinarily resident inNigeria;

27 (ii) ifthe intimate image was posted on the service by an end user of

28 theservice-theenduseris ordinarilyresident inNigeria;

29 (iii) the intimate image ishosted inNigeriaby ahostingservice;

30 the depicted person may give the E-Commissioner a notice (an objection
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1 notice) objecting to the provisionofthe intimate image on the service.
2 (2) The depicted person may give the objection notice even if the
3 depicted person previously consented to the provision of the intimate image

4 onthe service.
5 Objection notice given onbehalf of aperson depicted in an intimate image

6 (3) If aperson (the authorised person)has reason to believe that:
7 (a) an intimate image of another person (the depicted person) is, or
8 hasbeen, providedon:
9 (i) a socialmediaservice; or
I0 (ii) arelevant electronic service;or
11 (iii) a designated internet service; and
12 (b) the provision of the intimate image on the service is not an
13 exempt provision of the intimate image;and
14 (c)any of the following conditions is satisfied:
15 (i) the depicted person isordinarily resident inNigeria;
16 (ii) if the intimate imagewas posted on the serviceby an enduser of
17 the service- the end user isordinarily resident inNigeria;
18 (iii) the intimate image is hosted inNigeriaby a hosting service;
19 the authorised person may, on behalf of the depicted person, give the E-
20 Commissioner a notice (an objection notice) objecting to the provision of
21 the intimate image onthe service, so long as:
22 (d) the depicted personhas authorised the authorised person to give
23 the objection notice; or
24 (e)both:
25 (i) the depicted person is achild whohas notreached l6years;and
26 (ii) the authorised person is a parent or guardian of the depicted
27 person;or
28 (f) both:
29 (i) the depicted person is in amental or physical condition (whether
30 temporary or permanent) that makes the depicted person incapable of
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managingthedepictedperson'saffairs;
and

2 (ii) the authorised person is a parent or guardian of the depicted
3 person.
4 (4) The authorised person must make a declaration to the E-
5 Commissioner to the effect that the authorised person is entitled to give the
6 objection noticeon behalfofthe depicted person.
7 (5) The authorised person may give the objection notice even if the
8 depicted person previously consented to the provision of the intimate image on
9 the service.
10 Investigation of complaints:

II (1) TheE-Commissioner may investigate a complaint made to theE-
12 Commissionerundernon- consensual sharing of intimate images

13 (2) An investigation under this section is to be conducted as the E-
14 Commissionerthinks fit.
15 (3) TheE-commissioner may, for the purposes of an investigation,
16 obtain information from such persons, anct make such inquiries, as the E-

17 Commissionerthinks fit.
18 (4) Subsections (1), (2) and (3) have effect subject to investigation
19 which confers certain investigativepowers on theE-Commissioner.

20 Termination ofinvestigation:

21 (5) TheE-Commissioner may tenninate an investigation under this

22 section.
23 E-Comrnissioner'sresponse to objection notices

24 If an objection notice is given!o theE- Commissioner in relation to an intimate
25 image, the E-Commissionermay consider whether to give a removal notice in

26 relation to the intimate image.
Complaints 27
relating to th
Online Content 28Scheme

9.Theonline content scheme includes the following components:
(a) the provider of a social media service, relevant electronic service

29 or designated internet service may be given a notice (a removal notice)

30 requiring the providerto remove certain material;
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1 (b) a hosting service provider may be given a notice (a removal
2 notice) requiringtheprovider to ceasehosting certainID(J.terial;
3 (c) the provider of an internet search engine service may be given a
4 notice (a link deletion notice) requiring the provider to cease providing a
5 linkto certainmaterial;
6 (d) the provider of an appdistribution service inay be given a notice
7 (an app removal notice) requiring the provider to cease enabling end users to
8 download an app that facilitates the posting of certain material on a social
9 mediaservice, relevantelectronicserviceordesignatedinternet service;
10 (e) bodies and associations that represent sections of the online
11 industry maydevelop industry codes;
12 (f) theE-Commissioner maymake an industry standard;
13 (g) the E-Commissioner may make service provider
14 determinations regulating service providers in the online industry.
15 Complaints relating to the online contentscheme
16 Complaints about class 1material or class2material
17 (1) If a person has reason to believe that end users in Nigeria can
18 access:
19 (a)class 1material that isprovidedon:
20 (i)a particular socialmedia service;or
21 (ii) aparticularrelevantelectronicservice; or
22 (iii) aparticular designated internet service; or
23 (b) class 2 material that is covered by Classification of Nationa1
24 Film andVideoCensor BoardAct 1993and providedon:
25 (i) aparticular socialmedia service; or
26 (ii) a particular relevantelectronic service;or
27 (iii) aparticulardesignatedinternetservice;
28 thepersonmaymake acomplaint tothe £-Commissioner aPout thematter.
29 (2) If aperson has reason to believe!:hat:
30 (a) end users in Nigerican access class 21)1ateria\ that is covered
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I by Classification of National Film and Video Censor Board Act 1993 and
2 providedon:
3 (i) aparticularsocialmedia service;or
4 (ii) a particular relevantelectronic service;or
5 (iii) a particular designated internetservice; and
6 (b) access to thematerial is not subject to a restricted access system;
7 the person maymake a complaint to£-Commissioner about thematter.
8 Complaints relating to breach of a service provider ruleetc.
9 If a person (the first person)has reason to believethat anotherperson has:
10 (a) breached aservice provider rule that applies to the other person; or
II (b) breached a civil penalty provision of(which deals with the online
12 contentscheme);
13 thefrrstperson maymake a complaint to the£-Commissioner about the matter.
14 Complaints relating to breach of an industry codeetc.
15 If a person has reason to believe that a participant in the online industry has
16 breached:
17 (a) a code registered under that section that is applicable to the
18 participant; or
19 (b) an industry standard registered under that section that is applicable
20 to the participant;
21 the personmaymake a complaint to theE-Commissionerabout the matter.
22 Residency etc.of complainant
23 Aperson is not entitledtomake acomplaint underthis sectionunless the
person

24 is:
25 (a) an individualwho resides inNigeria; or
26 (b) a corporate body thatcarries on activities in Nigeria; or
27 £-Commissioner may investigate matters (Complaints relating to the online

28 content scheme).
29 (I) The £-Commissioner may, on the £-Commissioner's own

30 initiative or in response to a complaint made under Complaints relating to the
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1 online content scheme, investigate any of the following matters if the E-
2 Commissioner thinks that it is desirableto doso:
3 (a)whether endusers in Nigeria can access class 1 material that {s

4 providedon:
5 (i) asocialmediaservice;or
6 (ii)arelevantelectronic service;or
7 (iii) adesignated internet service;
8 (b)whether end users in"N' igeria can access class 2 material that is
9 covered by Classification of National Film and Video CensorBoard Act
10 1993andprovidedon:
11 (i)asocialmediaservice;or
12 (ii) arelevantelectronicservice;or
13 (iii) adesignated internet service;
,14 (c) whether end users inNigeria can access class 2 material that is
IS covered by Classification of National Film and Video CensorBoard Act
16 1993 andprovidedon:
17 (i) asocialmediaservice; or
18 (ii) arelevantelectronicservice;or
19 (iii) adesignatedinternetservice;
20 and, if so, whether access to the material is subject to a restricted access
21 system;
22 (d) whether a person has breached a service provider rule that
23 applies to theperson;
24 (e)whether a person has breached a civil penalty provisionwhich
25 dealswith the onlinecontentscheme;
26 (f)whether a participant in the online industry has breached a code
27 registeredunderthatsectionthat is applicable to theparticipant;
28 (g) whether a participant in the online industry has breached aJi

29 industry standard registered uoder that section that is applicable to the
30 participant.
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(2) An investigation under this section is to be conducted as the E-
2 Commissioner thinks fit
3 (3) The E-Commissioner may, for the purposes of an investigation,
4 obtain information from such persons, and make such inquiries, as the E-
5 commissioner thinks fit.
6 (4) This section has effect subject to section which confers certain
7 investigative powers on the£-commissioner.
8 £-Commissioner may refuse to investigate certainmatters
9 (l)If:
10 (a) a person hasmade acomplaintundersection 38,39 or40; and
11 (b) the complaint is about a particularmatter; and
12 (c)the person couldhavemadeacomplaintaboutthematter under:
13 (i) an industry coderegistered; or
14 (ii) anindustrystandarddetermined;
15 theE-Commissioner may refuse to investigate the matter.
16 (2) Subsection (I) does not, by implication, limit the circumstances in
17 which theE-commissionermayrefuseto investigate amatter.
18 Basic online protection expectations

19 Social media service:
20 (!)TheRelevant Minister may, by legislative instrument, detennicc
21 that the basic online protection expectations for a social media service are tl:e

22 expectations specified in the detennination.
23 Relevant electronicservice:
24 (2) The Relevant Minister may, by legislative instrument, c "'''"'e
25 that the basic online protection expectations for each relevant dectronic
26 service included in a class of relevant electronic servkes s...:;·, ificd
27 determination are the expectations specified in the detemtination.
28 Designated internetservice:
29 (3) The Relevant Minister may, by legislative insttumendetermine
30 that the basic online protection expectations for each designated internet
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1 service included in a class of designmed internet services specified in the
2 determination are theexpectationsspecified in the determination.
3 Determination does.n.ot impose alegallyenforce able duty
4 (4)A determination under this section does not impose a duty that
5 is enforce able byproceedings in a court.
6 Core expectations:' (1) A determination under section 45 must specify each of the

followirigexpectations:
9 (a) the expectation that the provider of the service will take
10 reasonable steps to ensure that endusers are able to use the service in a safe
11 manner;
12 (b) the expectation that, in determining what are such reasonable
13 steps, the providerwill consulttheE-Commissioner;
14 (c) the expectation that the provider of the service will take reasonable steps
15 tominimise the extent to which the fullowing material is provided on the
16 service:
17 (i) cyberbullyingmaterialtargeted at aNigerianchild;
18 (ii)cyber abusematerial targetedataNigerianchild;
19 (iii) anonconsensual intimate imageof a person;
20 (iv)class1material;
21 (v)material thatpromotes abhorrentviolentconduct;
22 (vi)material that incites abhorrentviolent conduct;
23 (vii)material that instructs in abhorrentviolent conduct;
24 (viii)material that depicts abhorrent violent conduct;
25 (d) the expectation that the provider of the service will take
26 reasonable steps to ensure that technological or othermeasures are in effect
27 topreventaccess by childrentoclass2materialprovidedontheservice;
28 (e) the expectation that the provider of the service will ensure that
29 the service has clear and readily identifiable mechanisms that enable end
30 users to report, and make complaints about, any of the following material
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providedonthe
service:

2 (i) cyberbullyingmaterial targeted ataNigerian child;
3 (ii) cyberabusematerialtargetedat aN igerian child;
4 (iii)anon consensual intimate imageof a person;

5 (iv) class I material;
6 (v) class 2material;
7 (vi)material that promotes abhorrent violentconduct;
8 (vii)material that incites abhorrent violentconduct;
9 (viii)material that instrocts in abhorrent violent conduct;
10 (ix)material that depicts abhorr..,tviolentconduct;
II (t) the expectation that the provider of the service will ensure that the
12 service bas clear and readily identifiable mechanisms that enable end users to
13 report, andmake complaints about, breaches of the service's termsofuse;
14 (g) the expectation that, if the E-Commissioner, by written notice
15 given to the provider of the service, requests the provider to give the E-
16 Commissioner a statement that sets out the number of complaintsmade to the
17 provider duringa specified period(not shorter than 6months) about breaches of
18 the service's terms of use, the provider will complywith the request within 30
19 daysafterthenoticeofrequest is given;
20 (h) the expectation that, if the E-Commissioner, by written notice
21 given to the provider of the service, requests the provider to give the E-
22 Commissioner a statement that sets out, for each removal notice given tc t :t:

23 provider duringa specified period (not shorter than 6months), how long it took
24 the provider to complywith the removal notice, the provider will comp\y wifa
25 the requestwithin30days afterthenotice of request is given;
26 (i) the expectation that, if the E-Commissioner, by written notice
27.·· given to the provider of the service, requests the provider to give the E-
28 Commissioner specified information relating to the measures taken by t1.e
29 providertoensurethat endusers are able to use the service inasafemanner, the
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1 provider will comply with the request within 30 days after the notice of
2 requestis given.
3 (2) Subsection (1) does not limit the eXpectations that may be
4 specified ina determination underBasic onlineprotection expectations.
5 consultation
6 (1)Beforemaking or varying a determination under section 45, the
7 RelevantMinistermust:
8 (a)make a copy of the draft available on the Department's website;
9 and
10 (b)publish anotice on theDepartment's website:
11 (i) statingthat the Relevant Minister has prepared a draft of the
12 determinationor variation;and
13 (ii) inviting interested persons to give written conunents about the
14 draft to theRelevantMinisterwithin theperiod specified inthe notice.
15 (2) The period specified in the notice must run for at least 30 days
16 after the publication of thenotice.
17 (3)Subsection (1) does not apply to a variation if the variation is of
18 aminornature.
19 (4) If interested personshave given comments in accordancewith a
20 notice under snbsection (1), the Relevant Minister must have due regard to
21 those comments inmaking or varying the determination.
22 Serviceprovidernotifications
23 Scope:
24 (1)This section applies to the followingservices:"
25 (a) a social media service, if there are basic online protection
26 expectationsfor the service;.
27 (b) a relevant electronic service, if there are basic ouline protection
28 expectations fortheservice;
29 (c) a desig."ated internet service, if there arebasic onlineprotection
30 expectations forthe service.
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Statement

2 (2) If the E-Commissioner is satisfied that the provider of a service
3 has contravened one or more basic online protection expectations for the
4 . service, theE-Commissionermay:
5 (a) preparea statement to that effect;and
6 (b)give a copy of the statement to the provider ofthe service; and

7 (c) if theE-Commissioner considers that it is appropriate to publish
8 the statement-publish the statement on theE-Commissioner's website.

9 (3) If the E-Commissioner is satisfied that the provider of a service
10 has complied with the basic online protection expectations for the service at all

II times during a particular period, theE-Commissioner may:
12 (a) prepare astatement to that effect; and
13 (b) give a copyof the statement to the provider ofthe service;and
14 (c) if theE-Commissioner considers that it is appropriate to publish
15 thestatement-publishthestatementon the E-Commissioner1swebsite.

Reporting 16 10.Periodic reporting about compliance with basic online protection
17 expectations

18 Periodic reporting notice

19 Scope:
20 (I)This section applies to thefollowing services:

21 (a) a social media service, if there are basic online protection

22 expectations forthe service;
23 (b) a relevant electronic service, if there are basic online protection

24 expectations forthe service;
25 (c) a designated internet service, if there are basic online protection

26 expectations forthe service.
27 Notice:
28 (2)The E-Commissionermay, bywritten notice given to the provider

29 of the service, require theprovider to:

30 (a)do whichever of thefollowingis specified in thenotice:
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(i) prepare periodic reports about the extent towhich the provider
2 complied with the applicable basic online protection expectations during
3 suchregular intervals asarespecifiedinthenotice;
4 (ii) prepare periodic reports about the extent towhich the provider
5 complied with one or more specified applicable basic online protection
6 expectations during suchregular intervalsasare specified in thenotice; and
7 (b) prepare thoseperiodic reports in themanner and form specified
8 inthenotice;and
9 (c) giveeachof thoseperiodic reports to the£-Commissioner:
10 (i) within the period ascertained in accordance with the notice in
11 relation to theperiodicreport concerned;or
12 (ii) if the £-Commissioner allows a longer period in relation to the
13 periodic report concerned-withinthat longer period.
14 (3)An interval specifiedunderPeriodicreportingnotice:
15 (a)mnstnotbe shorter than6months; and
16 (b)mustnotbelongerthan24months.
17 (4) A period ascertained in accordance with the notice as
18 mentioned in Periodic reporting noticemust notbe shorter than 28 days after.
19 the endof the interval towhichthe periodicreportrelates.
20 (5) In deciding whether to give a notice under Periodic reporting
21 notice to the provider of a service, the £-Commissionermusthave regard to
22 the following:
23 (a) the number of occasions during the previous 12 months on
24 which complaints about material provided on the service were made to the
25 £-Commissioner under thisAct;
26 (b)whether the provider haspreviously contravened a civil penalty
27 provision of this S ction;
28 (c) whether there are deficiencies in theprovider1s practices, so far
29 as those practices relate to the capacity of end users to use the service in a

30 safemar..ner;
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I (d) whether there are deficiencies in the service1S terms of use, so
far

2 as they relate to the capacityofendusers to use the service in a safeman!ler;
3 (e) whether the provider has agreed to give the Secretary regular
4 . reportsrel.atingto thecapacityofendusers touse theservice inas?fe
manner;
5 (f) such other matters (if any) as the E-Commissioner comiders
6 relevant.<

7 Compliancewithnotice:
8 A person must complywith a notice under Periodic reporting notice to the
9 extentthat the person iscapable of doingso.
10 Fonna!Waming
11 The E-Commissioner may issue a formal warning if a person contravenes
12 Compliaucewithnotice.
13 Periodicreportingdeterntination
14 Scope
15 (l)This sectionapplies to thefollowingservices:
16 (a) a social media service, if there are basic online protection
17 expectationsfor the service;
18 (b) a relevant electronic service, if there are basic online protection
19 expectations for the service;
20 (c) a designated internet service, if there are basic online protection
21 expectations for theservice.

.,
22 Determination:
23 (2) The £-Commissioner may, by legislative instrument, determine
24 that each provider of a service included in a specified class of services is
25 required to:
26 (a)dowhicheverofthefollowing is specified in the detennination:
27 (i) prepare periodic reports about the extent to which the provider
28 complied with the applicable basic online protection expectations during
such
29 regular jntervals as are speci•fied in the determination;



30 (ii) prepare periodic reports about the extent to which the provider
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complied with one or more specified applicable basic online protection
2 eA'Pectations during such regular intervals as are specified in the

3 determination; and
4 (b) prepare those periodic reports in themanner and form specified
5 in the determination;and
6 (c)give each ofthoseperiodic reports to theE-Commissioner:
7 (i) within the period ascertained in accordance with the
8 determination in relation totheperiodicreport concerned;or

9 (ii) if theE-Commissioner allows a longer period in relation to the
10 periodic report concerned-within that longer period.
11 (3)An interval specifiedunder Periodic reportingnotice
12 (a)must notbeshorterthan 6months; and
13 (b)must notbe longer than24months.
14 (4) A period ascertained in accordance with the determination as
15 mentioned inPeriodicreportingnoticemustnotbe shorter than28 days after

16 the endof the interval towhichtheperiodic reportrelates.
17 Compliancewithdetermination
18 A person must comply with a determination under Periodic reporting

19 determination to theextent that theperson is capable of doingso.
20 Formalwarning
21 The £-Commissioner may issue a formal warning if a person contravenes

22 details ofCornpliancewithdetermination.
23 Serviceprovidernotifications
24 (!)If:
25 (a) the E-Commissioner gave a notice under Periodic reporting
26 notice to theprovider of:
27 (I)a social media service; or
28 (ii) arelevant electronic service; or

29 (iii) adesignatedintemetservice; and
30 (b) the provider didnot complywiththenotice;
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theE-Commissioner may:

2 (c) preparea statementto thateffect; and
3 (d) publish the statement on theE-Commissioner's website;and
4 (e) give a copyofthe statementto the provider of theservice.
5 (2) If:

6 (a) a determination under Periodic reporting determination applies to
7 theprovider of:
8 (i) asocialmediaservi e;
9 (ii) arelevantelectronic service;or
10 (iii)a designated internet service; and
11 (b) theprovider did not complywith thedetermination;
12 the E-Commissionermay:
13 (c)prepare a statement to that effect;and
14 (d) publish the statement on theE-Commissioner's website; and
15 (e) give a copy of the statement to the provider of theservice.
16 Non periodic reporting about compliance with basic online protection
17 expectations
18 Non periodic reporting notice

19 Scope:
20 (I)This section applies to thefollowing services:

21 (a) a social media service, if there are basic online protection

22 expectations forthe service;
23 (b) a relevant electronic service, if there are basic online protection

24 expectationsfortheservice;
25 (c) a designated internet service, if there are basic online protecdon
26 expectations for the service.
27 Notice:
28 (2) The E-Commissionermay, bywritten notice given to the provider
29 ofthe service,require theprovider to:
30 (a) dowhichever of the following is specified in the notice:
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1 (i)prepare areportabout the extenttowhich the provider complied
2 with the applicable basic online protection expectations during the period
3 specified inthenotice;
4 (ii) prepare a report about the extent to which the provider
5 complied with one or more specified applicable basic online protection
6 expectations during the periodspecified inthenotice; and
7 (b) prepare the report in the manner and form specified in the
8 notice; and
9 (c) givethe report to theE-Commissioner:
10 (i)within th<(.periodspecified in thenotice;or
11 (ii)) if the E-Commissioner allows a longer period-within that
12 longer period.
13 (3)Theperiodspecifiedunder subparagraph (2)(a)(i) or (ii):
14 (a)mustnotbe shorterthan6months;and
15 (b)mustnotbe longerthan24months.
16 (4) The period specified in subparagraph (2)(c)(i)must not be
17 shorter than28 days afterthenotice is given.
18 (5) In decidingwhether to give a notice under subsection (2) to the
19 provider of a service, the £-Commissioner must have regard to the
20 following:
21 (a) the number of occasions during the previous 12 months on
22 which complaints about material provided on the service were made to the
23 E-CommissionerunderthisAct;
24 (b)whether the provider haspreviously contraveneda civilpenalty
25 provisionofthisSection;
26 (c)whether there are deficiencies in the provider's practices, so far
27 as those practices relate to the capacity of end users to use the service in a
28 safemanner;
29 (d)whether there are deficiencies in service's tenns ofuse, so far as
30 they relate to the capacityof endusers touse theservice inasafemanner;
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(e) whether the provider bas agreed to give the Secretary regular

2 reports relating to the capacity of end users to use the service in a safe manner;

3 (f) such other matters (if any) as the £-Commissioner considers

4 relevant.

5 Compliance with notice

6 A person must comply with a notice under Non periodic reporting notice to the

7 extent that the person is capable of doing so.

8 Formal warning

9 The £-Commissioner may issue a formal warning if a person contravenes
10 details ofComp1iance with notice

11 Non periodic reporting determination

12 Scope

13 (1) This section applies to the following services:

14 (a) a social media service, if there are basic online protection
15 expectationsforthe service;

!6 (b) a relevant electronic seiYice, if there are basic online protection

17 expectations for the service;

!8 (c) a designated internet service, if there are basic online protection

19 expectatiCms for the service.
20 Determination
2! (2) The E-Commissioner may, by legislative instrument, determine

22 that each provider of a service included in a specified class of services is

23 required to:

24 (a) dowhichever of the following is specified in the determination:

25 (i) prepare a report about the extent to which the provider complied

26 with the applicable basic online protection expectations during tbe period

27 specified in the determination;

28 (ii) prepare a report about the extent to which the provider complied

29 with one or more specified applicable basic online protection expectations

30 during the period specified in the determination; and
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(b) prepare the report in the manner and form specified in the
2 determination; and
3 (c) givethe report to theE-Commissioner:
4 (i) within the period specified in the determination;or
5 (ii) if the E-Commissioner allows a longer period-within that
6 longerperiod.
7 (3)Theperiod specified under subparagraph (2)(a)(i) or (ii):
8 (a)must not be shorter than 6months;and
9 (b)mustnotbe longerthan24months.
10 (4) The period specified in subparagraph (2)(c)(i) must not be
11 shorter than 28 days after the determination ismade.
12 Compliancewith determination
13 A personmust comply with a determination under Non periodic reporting
14 determination to the extent that theperson is capableof doingso.
15 Formalwarning
16 The E-Commissioner may issue a formal warning if a person contravenes
17 Compliancewith determination.
18 Serviceprovidernotifications
19 (l)If:
20 (a) the E-Commissioner gave a notice under Non periodic
21 reportingnotice to the provider of:
22 (i) asocialmedia service; or
23 (ii) arelevant electronic service;or
24 (iii)a designated internet service; and
25 (b) the provider did not camplywiththenotice;
26 the E-Commissionermay:
27 (c) prepare astatementto that effect;and
28 (d)publishthe statementontheE-Commissioner1swebsite;and
29 (e)give a copyofthe statementto the provider of the service.
30 (2) If:
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1 (a) a determination under Non periodic reporting determination

2 applies to the provider of:
3 (i) a social media service; or
4 (ii) arelevantelectronicservice; or
5 (iii) a designated internet service; and
6 (b) the provider did not comply with the determination;
7 theE-Commissionermay:
8 (c)prepareastatementtothateffect;and
9 (d) publish the statement on theE-Commissioner's website; and
lO (e)give a copyof thestatement to the providerofthe service.
ll Selfincrimination
12 (l)Aperson is not excused from giving a report under this Section on
13 the ground that thereportmighttend to incriminate the person.
14 (2) However, in thecase of an individual:
15 (a)thereport;or
16 (b) giving the report; or
17 (c) any information, document or thing obtained as a direct or indirect
18 consequence ofgivingthereport;
19 isnotadmissible in evidenceagainst the individual:
20 (d) in civil proceedings for the recovery of a penalty (other than
21 proceedings fortherec0very of apenalty under this Section); or
22 (e) in criminal proceedings
23 (3) If, at general law, an individual would otherwise be able to claim
24 the privilege against self exposure to a penalty (other than a penalty for an
25 offence) in relation to giving a report under this Section, the individual is not
26 excused from giving thereportunderthis Section on thatground.

27 Note:
28 A body corporate is not entitled to claim the privilege against self exposure to a

29 penalty.
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1 10. Removalnoticegivento theproviderofa socialmedia service, Cy}:Jer bullying
material targeted

2 relevantelectronic service ordesignatedinternet service ataNigerian Child

3 (\)If:
4 (a)materialis,or has been, providedon:
5 (i)a socialmedia service;or
6 (ii) arelevantelectronic service;or
7 (iii) adesignated internet service;and
8 (b) thematerialwas the subject of a complaintthat wasmadeto the
9 provider of theservice;and
10 (c) thematerialwasnot removedfrom theservicewithin:
11 (i)48hours after the camplaintwasmade;or
12 (ii)such longer period as theE-Commissioner allows; and
13 (d) a camplain!has been made to the E-Commissioner under
14 section30 about thematerial;and
15 (e) theE-Commissioner is satisfied that thematerial is orwas cyber
16 bullyingmaterial targeted ataNigerianchild;
17 the E-Commissioner may givethe provider of the service a written notice (a
18 removalnotice) requiring the provider to:
19 (f) remove thematerialfrom theservice;and
20 (g) dosowithin:
21 (i)24hours after theremova1notjcewas givento the provider;or
22 (ii)such longer period astheE-Cq!IU1)issiqner allows.
23 (2) So far as is reasona)l!y practic ble,
24 identified in the removal notice in a way fuat is s11fficient to enable the
25 provider of theservice tocomplywithfueno)ip".
26 Notice ofrefusa1to givearemovalnptic"
2"; (3) If the E-Commissioner deciqi's tp refuse tp give a removal
28 noticeunder subsection (1), theE-CoromissiR!l'?f II)\1St iye
29 therefusal to the personwhomade asep!io!l30q)!nplai!lt about thematerial
30 concerned.
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Removalnotice given toahostingservice
provider

2 (!)If:
3 (a) material is,or has been, providedon:
4 (i) a socialmediaservice;or
5 (ii) a relevant electronic service;or
6 (iii) a designated internet service;and
7 (b) the material was the subject of a complaint that was made to the
8 providerofthe service;and
9 (c) the materialwas not removedfrom the servicewithin:
10 (i)48hoursafterthecomplaintwasmade; or
11 (ii) such longer period as theE-Commissioner allows; and
12 (d) a complaint has been made to the £-Commissioner about cyber
13 bullyingmaterial; and
14 (e) the £-Commissioner is satisfied that the material is or was cyber
15 bullyingmaterial targeted ataNigerian child; and
16 (f) thematerial is hosted bya hostingservice provider;
17 theE-Commissioner may giv.e the hosting service provider a written notice, to

I 8 beknownas aremoval notice, requiring the providerto:
19 (g) takeall reasonable steps to cease hosting thematerial; and
20 (b)dosowithin:
21 (i)24hours afterthenoticewasgiven to the provider; or
22 (ii) such longerperiod as the£-Commissioner allows.
23 (2) So far as is reasonably practicable, the material must be identified
24 in theremoval notice in a way that is sufficient to enable the hosting service
25 provider to complywith the notice.
26 Notice of refusal togivearemovalnotice
27 (3) If the £-Commissioner decides to refi.1se to give a removal notice
28 under subsection (!), the £-Commissioner must give written notice of the
29 refusal to the person who made a complaint about cyber bullying material

30 concerned.
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1 Compliancewithremovalnotice

2 A person must comply with a requirement under a removal notice give·n

3 underNotice of refusal to give a removalnotice orRemoval notice given to a

4 hostingservice provider to the extentthatthe person is capable of doing so.
5 Fannalwarning
6 The £-Commissioner may issue a formal warning if a person contravenes

7 Compliancewith removal notice.
8 Endusernotice
9 (I) If:
10 (a)material is,orhasbeen,providedon:
11 (i) asocialmedia service; or
12 (ii) arelevantelectronicservice; or
13 (iii) adesignated internet service; and
14 (b) a complaint has been made to the £-Commissioner under
15 Complaintsabout cyber bullyingmaterial about thematerial;and
16 (c)the£-Commissioner is satisfied that thematerial is orwas
cyber
17 bullyingmaterial targeted at aNigerian child; and
18 (d) the material was posted on the service by a particular end
user
19 of the service; the E-Commissioner may give the end user a
written notice
20 (an endusernotice) requiring theenduserto doanyor allof the following:
21 (e) if thematerialis providedon the service-to:
22 (i) take all reasonable steps to ensure the removal of the
material
23 fromthe service; and
24 (ii) dosowithin the period specified in the notice;
25 (f) in any case-to refrain from posting any cyber bullying
material
26 forwhichthe child is the target;
27 (g)in any case-to:
28 (i) apologise to the child(or, if the childhas become an adult, to
the

29

adult) for
posting
the
material;
and
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I (ii) do so in themanner, and within theperio.d, specified in the notice.

2 (2)So far as is reasonably practicable, thematerialmust be identified
3 in the endusernotice in away that is sufficientto enable the end user to comply
4 with the notice.
5 Compliancewith enduser notice
6 Apersonmust comply with arequirementunderan end user notice to the extent

7 that the person is capableof doingso.
8 Formalwarning
9 The E-Commissioner may issue a formal warning if a person contravenes
!0 compliancewithendusernoticedetails
11 Service providernotifications
12 (l) If:
13 (a)material is providedon:

,.
14 (i) asocialmediaservice;or
15 (ii)a relevant electronicservice;or
16 (iii)a designatedinternetservice;and
17 (b) the £.Commissioner is satisfied that the material is or was cyber

IS bullyingmaterial targeted at aNigerian child;and
19 (c) a complaint has been made to theE-Commissioner under section
20 30aboutthematerial;
21 the E-Commissioner may, with the consent of the complainant, give th ­
22 provider of the service awritten notice that:

23 (d) identifies thematerial;and
24 (e) states the E-Comwissioner is satisfied that the material is cybor
25 bullyingmaterial targeted at aNigerian child.
26 (2) If the E-Commissioner is satisfied that there \Vere 2 cr more

27 occasions duringthe previous 12months onwhich:
28 (a) cyberbullyingmaterial targeted at a Nigerian child is, or has been,
29 provided on:
30 (i) asocialmedia service;or
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(ii)arelevant electronic service; or

2 (iii) adesignated internet service;and
3 (b) the provisionof the material contravened the service's tenns of

4 use;
5 theE-Commissionermay:
6 (c)prepare astatementto that effect;and
7 (d) publish the statement ontheE-Conunissioner'swebsite; and
8 (e)give acopy ofthe statementto the providerofthe service.
9 11. -(1)If:
10 (a) material can be accessed using an internet carriage
seNice
11 suppliedby an internetservice provider;and
12 (b) theE-Commissioner is satisfied that thematerial:
13 (i)promotes abhorrent violent conduct;or
14 (ii) incites abhorrent violentconduct; or
!5 (iii) instructs in abhorrentviolent conduct;or
16 (iv) ismaterial that depicts abhorrent violent conduct; and
17 (c) the E-Commissioner is satisfied that the availability of the
18 material online is likely to cause significant hann to the Nigerian n
!9 cqmmunity;
20 theE-Commissioner maygivetheprovider awrittenrequest, tobeknown as
21 a blocking request, requesting the provider to take one or more specified
22 steps todisableaccessto thematerial.
23 (2)Thefollowingare examplesof stepsthatmaybe specified in the
24 blockingrequest:
25 (a) stepstoblock domainnames that provide access to the
material;
26 (b) stepsto blockURLs that provideaccessto thematerial;
27 (c)stepsto block IPaddressesthatprovideaccesstothematerial.
28 (3) The E-Commissioner is not required to observe any
29 requirements of procedural fairness inrelation to the giving ofthe blocking
30 request

Blocking requests
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(4) In determining whether the availability ofthe material online is
2 likely to cause significant harm to the Nigerian n community, the E-
3 Commissionermusthaveregard to the followingmatters:
4 (a)thenature of thematerial;
5 (b) thenumberof enduserswhoare likely to access thematerial;
6 (c) such other matters (if any) as the £-Commissioner considers
7 relevant.
8 (5) In deciding whether to g1ve the blocking request, the E-
9 Commissionermusthaveregard to the followingmatters:
l0 (a)whether any other power conferred on theE-Commissioner could
11 be used to minimise the likelihood that the availability of the material online
12 could causesignificantharmto theNigeriancommunity;
13 (b) such other matters (if any) as the £-Commissioner considers
14 relevant. •I

15 Durationofb/ockingrequest:
16 (l) Ablocking request remains in force for the period specified in the
17 blocking request.
18 (2)Thespecified periodmustnot be longerthan3months.
19 Freshblockingrequest
20 (3)!fa blockingrequest(the original blocking request) is in for"e, this
21 Actdoesnot prevent the £..Commissioner from giving a fresh blockingrcques\

22 that:
23 (a) is in the same, or substantially the same, terms as the
24 blocking request;and
25 (b) comes into force immediately after the expiry of the nriein2!
26 blocking request.
27 Revocation of blocking request
28 Scope:
29 (I) This section applies if a blocking request is in force in relation to
30 an internet serviceprovider.
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Revocation:
2 (2) The £-Commissioner may, by written notice given to the
3 provider, revoke the blocking request.
4 Notification inrelationto domainnamesandURLs -

5 (!)If:
6 (a) a blockingrequest is in force; and
7 (b) theblocking request requests an internet service provider to: .

8 (i) take steps toblockadomainname;or
9 (ii) take steps to block aURLthat relates to a domain name; and
10 (c) the person to whom the domain name is registered is known to
II theE-Commissioner;
12 theE-Commissionermust:
13 (d) give a copyof the blocking requestto theperson;and
J4 (e) do so as soon as practicable after the blockingrequest isgiven to
15 the internet serviceprovider.
16 12. Blocking notice: Blocking Notices

17 (!)If:
18 (a) material can be accessed using an internet carriage service
19 supplied by an internet service provider;and
20 (b) theE-Commissioneris satisfied that thematerial:
21 (i)promotes abhorrentviolentconduct; or
2:2 (ii)incitesabhorrentviolentconduct; or
23 (iii) instructs in abhorrent violent conduct;or
24 (iv) ismaterial that depicts abhorrent violentconduct; and
25 (c) the E-Commissioner is satisfied that the availability of the
26 material online is likely to cause significant harm to the Nigerian
27 community;
28 the E Commissioner
29 a blocking notice, requiring the provider to take one ormore specified steps
30 todisableaccess tothematerial.
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I (2) The following are examples of steps that may be specified in the
2 blockingnotice:
3 (a) stepsto blockdomainnames that provide access to thematerial;
4 (b) steps to blockURLs that provide access to the material;
5 (c) steps toblockIPaddressesthat provide access to thematerial.
6 (3) TheE-Commissioner is not required to observe any requirements
7 of procedural fairness in relation to thegivingof the blocking notice.
8 (4) In determining whether the availability of the material online is
9 likely to cause significant himn to the Nigerian n community, the E-
10 Commissionermust haveregardto the followingmatters:
11 (a)thenatureofthematerial;
12 (b)the number of end userswhoare likely to access thematerial;
13 (c) such other matters (if any) as the E-Commissioner considers
14 relevant.
15 (5) In deciding whether to give the blocking notice, the E-
16 Commissionermust haveregard to the followingmatters:
17 (a) whether any other power conferred on theE-Commissioner could
18 be used to minimise the likelihood that the availability of thematerial online
19 could cause significant harm to the Nigerianncommunity;
20 (b) such. other matters (if any) as the E-Commissioner considers
21 relevant.
22 Duration of blocking notice
23 (I)Ablocking notice remains in force for the period specified in the
24 blocking notice.
25 (2)Thespecified periodmust notbe longer than3months.
26 Fresh blocking notice
27 (3) If a blocking notice (the original blocking notice) is in force, this
28 Act does not prevent theE-Commissioner from giving a fresh blocking notice
29 that:
30 (a) is in the same, or substantially the same, terms as the original
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blocking notice; and
2 (b) comes into force immediately after tbe expiry of tbe original
3 blockingnotice.

4 Revocation ofblockingnotice
5 Scope

6 (1) This section applies if a blocking notice is in force in relation

7 toan internet serviceprovider.
8 Revocation:
9 (2) The E-Commissioner may, by written notice given to tbe

10 provider, revoketbe blocking notice.
11 Notification in relation to domain names and URLs

12 If:
13 (a) a blockingnoticeis inforce; and
14 (b) tbe blocking notice requires an internet service provider to:
15 (i)take steps to blockadomainname;or
16 (ii) take steps to block aURL that relates to a domain name; and
17 (c) tbe person to whom tbe domain name is registered is known to
18 the £-Commissioner;

19 tbeE-Commissionermust:
20 (d) give a copy oftbe blocking notice to the person; and
21 (e) do so as soon as practicable aftertbe blocking notice is given to

22 the internet serviceprovider.
23 Compliance with blocking notice
24 Aperson must comply witb a requirementunder a blocking notice.

25 13. Exemptmaterial"

26 (1) (a) tbe accessibility of the material is necessary for enforcing a

27 lawofNigeria; or
28 (b) the accessibility of the material is necessary for. monitori.qg

29 compliancewithor investigatingacontraventionof, a lawofNigeria;
30 (c) the accessibility of tbe material is for tbe purposes of

Exemption
material
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I proceedings inacourt or tribunal;or
2 (d)both:

' 3 (i) the accessibility ofthe material is necessary for, or of assistance in,

4 conducting scientific,medical, academic orhistorical research;and
5 (ii) the accessibility of thematerial is reasonable in the circumstances

6 for the purpose of conducting that scientific, medical, academic or historical

7 research; or
8 (e) the material relates to a news report, or a current affairs
report,
9 that:

10 (i) is in the public interest; and
11 (ii) is made by a person working in a professional capacity as a

12 journalist; or

13 (f) both:

14 (I) the accessibility of the material is in connection with the

15 performance bya public official of the official's duties or functions; and
16 (ii) the accessibility of thematerial is reasonable in the circumstances

17 for the purpose ofperformingthatduty or function; or
18 (g) both:

19 (i) the accessibility of the material is in connection with an individual

20 assisting a public official in relation to the performance of the public official's

21 duties or functions; and

22 (ii) the accessibility of the material is reasonable in the circumstances

23 for the purpose dfthe individual assisting the public official in relation to the

24 performance of the public official's duties or functions; or
25 (h) the accessibility of the material is for the purpose of advocating

26 the lawful procurement of a change to any matter established by law, policy or

27 practice inNigeria;
28 isreasonable in thecircumstances for that purpose; or

29 (I) the accessibility of the material relates to the development,



30 performance, exhibition or distribution, in good faith, of an artisticwork.
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(2) For the purposes of this section, public official has the same
meaning as in the Criminal Code.

3 14. Class 1material:
(l)Forthejurposes of thisAct, class Imateriaimeans: (a)
material where the followingconditioaresatisfied:

6 (i)the material isa film or the contents of a fibn;

7 (ii) the film has been classified as PG by the Classification Board

8 .,.. beClassification ofNational Film and VideoCensor Board Act 1993; .

9 (b)material where the following conditions are satisfied:

10 (i) thematerial isa film or thecontents of a film;

II (ii) the ftlm has not been classified by the Classification Board

12 under theClassification ofNational Film andVideoCensor BoardAct 1993;

13 (iii) if the filrn were to be classified by the Classification Board

14 underthatAct-thefllmwould be likely to be classified as PG; or

15 (c) material where thefollowing conditions are satisfied: .

16 (i) the material is a publication or thecontents of a publication;

17 (ii) the publication has been classified as PG by the Classification

18 Board under the Classification of National Film and Video Censor Board

19 Act 1993;or

20 (d) material where the following conditions are satisfied:

21 (i) thematerial isa publication or thecontents of a publication;

22 (ii) the publication has not been classified by the Classification

23 .Board under the Classification of National Film and Video Censor Board

24 Act 1993;

25 (iii) if the publication were to be classified by the Classification

26 Board underthatAct-thepublicationwould be likely to be classified as PG;

27 (e) materialwhere the followingconditions are satisfied:

28 (i) the material is a computer game;

29 (ii) the computer game has been classified as PG by the

30 Classification Board under the Classification ofNationai Film and Video

Online Contents
Scheme
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I Censor oardAct I993; or

2 ,i)material where thefollowing conditions are satisfied:

3 (i) the material is a computer game;

4 (ii) the computer game has not been classified by the Classification

5 Board under the Oassification ofNational Film and Video Censor Board Act

6 I993;

7 (iii) if the computer game were to be classified by the Classification

8 Board under thatAct-the computer game would be likely to be classified asPG

9 (g) material where the following conditions are satisfied:

10 ' (i) the material is not a film, the contents of a film, a computer game, a

II publication or the contents ofapublitation;

I2 (ii) if thematerial were to beclassified by the Classification Board in a

13 corresponding way to the way in which a film would be classified under the
·,

14 Classification ofNational Film and Video Censor Board Act I993-the material •

15 would be likely to beclassified as PG.

16 (2) the Classification ofNational Film and Video Censor Board Act

17 1993 (which deals with classification using an approved classification tool)

18 applies for the purposes of this section in a corresponding way to the way in

I9 which it applies for the purposes ofthatAct.

20 Class 2 material:

21 (I) For thepurposes ofthisAct, class 2 material means:

22 (a) material where the following conditions are satisfied:

23 (i)Lhematerial is a film or the contents of afilm;

24 (ii) the film has been classified as 18 by the Classification Board

25 under the Classification ofNationaiFilrn and Video Censor BoardAct l'J93; or·'
26 (b)material where the following conditions are satisfied:

27 (i) the material is a fihn or the contents of a film;

28 (ii) the film has not been classifiedby the Classification Board under
29 the Classification ofNationalFilm and Video t:ensor BoardAct 1993;



..30 (iii) if the film were to·be classified by the Classification Board under
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that Act-the film would be likely to be classifiedas X 18+; or

2 (c) materialwhere the followingconditions are satisfied:

J (i)the material is a publicationor the contentsof a publication;

4 (ii) the publication has been classified as Category 2 restricted by

' the ClassificationBoardunder the ClassificationofNational Fihn and Video

Censor BoardAct 1993; or
'\7 (d) materialwhere the following conditionsare satisfied:

8 (i) the material is a publicationor the contentsof a publication;

9 (ii) the publication has not been classified by the Classification

10 Board under the Classification of National Fihn and Video Censor Board

11 Act 1993;

12 (iii) if the publication were to be classified by the Classification

] Board under that Act-the publication would be likely to be classified as

14 Category2 restricted;or

IS (e) materialwhere the following conditions are satisfied:

16 (i) the material is not a fihn, the contents of a film, a computer

17 game, a publication or the contentsof a publication;

18 (ii) if the materialwere to he classified by the Classification Board

19 in a correspondingway to the way in which a film would be classified under

20 the Classification of National Film and Video Censor Board Act 1993-the

21 materialwould be likely to be classified as 18; or

22 (f)materialwhere the following conditions are satisfied:

23 (i) the material is a fihn or the contents of a film;

24 (ii) the fihn has been classified as 18 by the Classification Board

25 under the ClassificationofNational Film and Video Censor Board Act 1993;

26 (g) materialwhere the fo!lowing conditions are satisfied:

27 (i) the material is a fihn or the contents of a film;

28 (ii) the film has not been classif1ed by the Classification Board

29 under the ClassificationofNational Fihn and Video Censor Board Act 1993;

30 (iii) if the film were to be classified by the Classification Board
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und' ihatAct-thefilmwouldbe likely.to be classified as
18or

2 (h)mateflalwhere thefollowingconditions are satisfied:
3 (i)thematerial is apublicationor thecontents ofa publication;
4 (ii) the publication has been classified as Category 1 restricted by the
5 Classification Board under the Classification of National Film and Video
6 CensorBoardAct !993; or
7 (i)materialwherethefollowingconditions aresatisfied:
8 (i) thematerial is a publication or thecontents of a publication;
9 (ii) thepublication hasnot been classified by theClassificationBoard
10 under theClassificationofNational FilmandVideoCensorBoardAct 1993;
11 (iii) if thepublicationwereto beclassified by theClassificationBoard
!2 under that Act-the publication would be likely to be classified as Category 1
13 restricted;or
14 Glmaterialwhere thefollowingconditions are satisfied: ·•
15 (i)thematerialisa computergame;
16 (ii) the computer game has been classified as 18 by theClassification
17 Board under the Classification ofNational Film andVideo Censor Board Act
18 1993;orappremovalnotice
19 (k)materialwhere thefollowing conditions aresatisfied:
20 (i) thematerialis a computergame;
21 (ii) the computer game has not been classified by the Classification
22 Board under the Classification of National Film and Video Censor Board Act
23 1993;
24 (iii) if the computer game were to be classified by the Classification
25 Board undert,'latAct-the computergamewould be likely to be classified as18;
26 (1)materialwherethefollowingconditions are satisfied:
27 (i) thematerial is not a fihn, the contents of a film, a computer game, a
28 publicationor the contentsof a publication;
29 (ii) if thematerialwere to be classified by theClassificationBoard ina



30 corresponding way to the way in which a film would be classified under the
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I Classification of National Film and Video Censor Board Act 1993-the
2 material would be likely to be classified as I8,
3 (2) Sections of the Classification of National Film and Video

4 Censor Board Act 1993 (which deals with classification using an approved
5 classification tool) applies for the purposes of this section in a corresponding
6 way to theway inwhich it applies for the purposes ofthatAct
7 Restricted access system
8 (I) The E-Commissioner may, by legislative instrument, declare
9 thata specifiedaccess control systemisarestricted access system inrelation
10 to material for the purposes of thisAct.
11 (2) An instrument under subsection (1) may make different
12 provision withrespecttodifferent kinds ofmaterial.
13 (3) Subsection (2) does not limit Objection notice oftheActs,
14 (4) In.making an instrument under subsection (1), the E-
15 Conunissionermusthave regard to:
16 (a) the objective of protecting children from exposure to material
17 that is unsuitable for children; and
18 (b) the extenttowhich the instrument would be likely to result in a
J9 financial or administrative burden on providers of the following services:
20 (i) social media services;
21 (E)relevant electronic services;
22 (iii) designated internet services; and
23 (c) such other matters (ifany) as theE-Commissioner considers

24 relevant.
25 (5) The E-Commissioner must ensure that an instrument under
26 subsection (1) is infofce at all times afterthe commencement of this section.

27 15. Removal notice given to theprovider of a social media service, Removal notices
relating to class

28 relevant electronic service ordesignated internetservice 1 material

29 (I) If:

30 (a) material is, or has been, provided on:
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I (i) asocial media service;or
2 (ii) a relevant electronicservice;or
3 (iii)a designated internet service;and
4 (b) theE-Commissioner is satisfied that the material is orwas cl..s I
5 material;and
6 (c) thematerial can beaccessed byendusers inNigeria; and
1 (d)theserviceisnot:
8 (i) an exemptParliamentarycontentservice;or
9 (ii)anexemptcourtltribunal content service;or
IO (iii) an exempt official inquirycontentservice;
1I theE..Commissionermaygive the providerofthe servicea writtennotice, to be
12 knownas aremoval notice, requiringthe provider to:
13 (e) take allreasonablesteps to ensure the removal of thematerial from
14 theservice; and
15 (f)dosowithin:
16 (i)24 hours after the noticewas given to the provider; or
17 (ii) suchlonger periodas the£-Commissioner allows.
18 (2) So far as is reasonably practicable, thematerialmust be identified
19 in the removal notice in a way that is sufficient to enable the provider of the
20 serviceto complywith thenotice.

{0 ,.

21 Removalnoticegiven to ahostingservice provider
22 (!)If:
23 (a)material is,or has been,provided on:
24 (i) asocial media service;or
25 (ii) arelevantelectronic service; or
26 (iii) a designated internet service; and
27 (b) theE-Commissioner is satisfied that the material is or was class l
28 material; and
29 (c) thematerial can be accessed by endusers inNigeria;and
30 (d)theserviceisnot:
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1 (i) anexemptParliainentary contentservice;or
2 (ii) an exempt court/tribunal contentservice;'or
3 (iii)an exemptofficial inquiry content service;and
4 (e) thematerial ishostedbyahostingserviceprovider;
5 theE-Commissionermay give the hosting service provider awrittennotice,
6 tobeknownasa removalnotice, requiringtheyroviderto:
7 (f) take all reasonable stepstoceasehosting thematerial;and
8 (g) dosowithin:
9 (i)24hoursafter thenoticewasgiventotheprovider;or
10 (ii)suchlongerperiodasthe£-Commissionerallows.
11 (2) So far as is reasonably practicable, the material must be
12 identified in the removal notice in a way that is sufficient to enable the
13 hosting service pro':iderto complywith the notice.
14 Compliancewith removalnotice
15 A person must comply with a requirement under a removal notice to the
16 extentthat thepersonis capableof doingso.
17 Formalwaming
18 The E-Corilmissioner may issue a formal warning if a person .contravenes

19 any section.
20 Revocationof removalnotice
21 If a removal notice is in force l!Dder Classification of National Fihns and
22 VideoCensorsBoardAct 1993 in relation to:
23 (a)the providerofasocialmediaservice; or
24 (b)the provider ofa relevant electronic service;or
25 (c)the provider of a designated internet service;or
26 (d) ahostingservice provider;
27 the£-Commissionermay,by writtennotice givento theprovider, revokethe
28 removalnotice.
29 Serviceprovidernoti-fications
30 If the £-Commissioner is satisfied that there were 2 or more occasions
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l duringthe previous12monJ;bsonwhich:
2 (a}class1material is,or hasbeen, providedon:
3 (i)a socialmediaservice;or
4 (ii}arelevantelectronicservice;or
s (iii)a designated internetservice;and
6 (b}the material can be, or was able to be, accessed by end users in
7 Nigeria;and
8 (c}theservice isnot:

) 9 (i}anexemptParliamenlaly contentservice;or
!0
11
12
13 use;

(ii)anexemptcourtftribunalcontent service;or
(iii} anexemptofficial inquirycontentservice;and
(d) the provision of the material contravened the service's
tenns of

"',1
14
15
16
17

Removal notices !8
relating to class 2
material !9

20
21
22
23
24
25
26
27
28
29
30

theE-
Commissionermay:

(e)prepareastatementto thateffect;and
(f)publish thestatementon the£-Commissionerswebsite;and
(g)giveacopyof the statementtothe providerofthe service.
16.Removal notice given to the provider of a social media

service, relevantelectronicserviceordesignated internet service
(l}If:
(a}inaterial is,orhasbeen,provided
on: (i}asocialmediaservice;or
(ii)a relevantelectronicservice;or
(iii}a designatedinternetservice;and
(b} the £-Commissioner is satisfied that the material is

class 2 materialcovered byclass2material;and
(c}thematerialcanbeaccessedby end users inNigeria;and
(d)the serviceisnot:
(i) anexemptParliamentaiy contentservice;or
(ii) anexempt courtftribunalcontentservice;or
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(iii) an exemptofHcial inquiry content service; and
,(., (e) the service is provided ffomNigeria;
--3 the E·Commissionermay give the provider of the service a written notice: to

be::nown as aremovalnotice, requiring the
pmvidertc:

(f) take. all reasonable steps to ensure the removal ofthe materiai

6 from the service; and

7 (g) do so within:
8 (i) 24 hours after the notice was given to the provider; or
9 (ii) such longer period as theE-Commissioner allows.

10 (2) So far as is reasonably practicable, the material must be
11 identified in the removal notice in a way that is sufficient to enable the

12 provider of the service to camply with the notice.

13 Removal notice given to a hosting service provider
14 (l)lf:

15 (a)materia.lis, or has been, provided on:

16 (i) asocialmeuia service; or
17 (ii) a relevant electronic service; or
18 (iii) a designated internet service; and
19 (b) theE-Commissioner is satisfied that the material is class 2

20 material covered by class 2material ;and

21 (c) the material can be accessed by end users in Nigeria; and
22 (d) the service is not:

23 (i) an exemptParliamentary content service;or
24 (ii) an exempt court/tribunal content service; or
25 (iii) an exempt official inquiry content service; and
26 (e) the material is hosted by a hosting service provider; and
27 (f) the material is hosted inNigeria;
28 the &Commissionermay give the hosting service provider a v... ritte11 notice,



29 to be known as a removal notice, requiring the provider to:

30 (g) take all reasonable steps to cease hosting the matecia!; and
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2 (1)24hours after the noticewasgiven to the
provider;or
3 "i)such longer period as the£-Commissioner
allows.

2023

4 (2)So far as is reasonably practicable, the material must be identified
5 in the removal notice in a way that is sufficient to enable the hosting service
6 providerto comply with thenotice.
7 Compliancewith removal notice
8 Apersonmust comply witha requirementunder aremoval notice to the extent
9 that the person is capable of doing
so. lO Formal warning
J I The E-Commissioner may issue a formalwarning if a person contravenes
!2 Compliancewith removal notice.
13 Revocationofremovalnotice '
I4 Ifaremovalnoticeis inforce inrelationto:
15 (a) theproviderofasocialmediaservice;or
16 (h)theproviderofarelevantelectronic service;or
17 (c) theprovider of a designated internet service;or
18 (d)a hostingservice provider;
19 the £-Commissioner may,bywritten notice given to the provider, revoke the
20 removalnotice.
21 Serviceprovidernotifications
22 If theE-Commissioner is satisfied that there were 2 or more occasions during
23 the previous 12monthsonwhich:
24 (a)class2material is, or has been,provided on:
25 (i)asocialmedia service; or
26 (ii) a relevant electronic service;or
27 (iii) a designated internetservice;and
28 (b) the material can be, or was able to be, accessed by end users in
29 Nigeria; and



30 (c) the service is not:
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2

6 .se;

(i) an exemptParliamentary contentservice; or

(ii) an exempt court/tribunal contentservice; or

(iii) an exempt official inquiry contentservice;and

(d) the service !s provided from Nigeria; and

(e) the provision of the m1iterial contravened the service's terms of

7 · ,::<f"',-,_.om•mi•ssionermay:

8 (f) prepare a statement to that effect; and

9 (g) publish the statement on the E-Comrnissioner's website; and

10 (h) give a copy of the statement to the provider of the service.

ll 17. Remedial notice given to the provider of a social media Remedies notices
relating to class

12 service, relevant electronic service or designated internet service

13 (l)lf:
14 (a)material is, or has been, provided on:

15 (i) a social media service;or

16 (ii) a relevant electronic service; or
17 (iii) a designated internet service;and

18 (b) the E-Commissioner is satisfied that the material is class 2

19 material; and
20 (c) the material can be accessed by end users in Nigeria; aTJ.d

21 (d) the service is not:
22 (i) an exempt Parliamentary content service; or
23 (ii) an exempt courtftribunal content service; or

24 (iii) an exempt official inquiry content service; and

25 (e) the service is provided from Nigeria;
26 theE-Commissioner may give the provider of the service a written notice, to
27 be known as a remedial notice, requiringtheproviderto:
28 (f) take all reasonable steps to ensure either of the following
29 situations exist in relation to thematerial:

30 (i) the material is removed from the service;

2 material



-C2134
..

----- C'Jild Online Access Protection Bill, 2023

u'

2023

'ii) access to thematerial issubject to a restricted access system;and
. 2 'g;)dosowithin:

3 , , 24hours after thenoticewasgiven to the provider; or
4 (ii) such longer period as theE-Commissioner allows,
5 (2)So far as is reasonably practicable, thematerial must be identified
6 in the remedial notice in a way that is sufficient to enable the provider of the
7 service tocomply with the notice,
8 Remedial noticegiven toahostingservice provider
9 (I) If:
10 (a)material is, or hasbeen,provided on:
11 (i)a socialmediaservice;or
12 (ii) a relevant electronic service;or
!3 (iii)a designated internetservice;and
14 (b) the E-Commissioner is satisfied that the material is class 2
15 material;and
16 (c) thematerialcan beaccessedby endusersin Nigeria;and
!7 (d) theservice isnot:
18 (i) an exemptParliamentary content service;or
19 (ii) an exempt court'tribunal contentservice;or
20 (iii) an exempt official inquirycontent service; and
21 (e) thematerial ishostedby ahostingserviceprovider;and
22 (f) thematerial is hosted inNigeria;
23 theE-Commissioner may give the hosting service provider a written notice, to
24 be knownas aremedial notice,requiring the providerto:
25 (g) take all reasonable steps to ensure either of the following
26 situations exist inrelationtothematerial:
27 (i) theserviceceases tohost the material;
28 (ii) access to thematerial is subject toarestrictedaccess system;and
29 (h)do sowithin:
30 (i) 24 hours after the noticewasgiven to theprovider;or
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(ii) such longerperiod as theE-Commissioner allows.
2 (2) So far as is reasonably practicable, the material must be
3 identified in the remedial notice in a way that is sufficient to enable the

5 Compliancewith remedial notice
6 A person must comply with a requirement under a remedial notice to the
7 extent that the person is capable of doing so.
8 Formal warning
9 The E-Commissioner may issue a formal warning if a person

contravenes10 remedialnotice issued.
11 Revocation of remedialnotice
12 If a remedial notice is in force under section Remedial notice given to the
13 provider of a social media service, relevant electronic service or

designated14 internet service or Remedial notice given to a hosting service provider
in15 relation to:

16 (a)theproviderofa socialmedia service;or
17 (b)the provider of a relevant electronicservice;or
J 8 (c) the provider of a designated internet service;or
19 (d) ahosting service provider;
20 theE-Commissionermay,bywrittennoticegiven to the provider, revoke

the21 removal notice.
22 Service providernotifications
23 lf the E-Commissioner is satisfied that there were 2 or more occasions
24 duringtheprevious12monthson which:
25 (a) class 2material is, or has been,provided on:

26 (i) a social media service;or
27 (ii)a relevant electronic service; or

2& (iii) a designated internet service; a.t"Jd
29 (b) th; material can be, or w:'ls able to be; accessedby end users in
30 Nigeria; and

4 hostingservice provider to complywith the notice.
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Link deletion
notices

(c) access to the material is not, or was not, subject to a restricted
2 access system; and

3 (d) the service is not:

4 (i) anexemptParliamentary content service; or
5 (ii)anexemptcourt/tribunal content service; or
6 (iii) anexempt official inquiry content service;and
7 (e)the service is provided fromNigeria;and
8 (f) the provision of the material contravened the service 1S terms of

9 use;
10 theE-Commissionermay:
1 l (g) prepare a statement to that effect;and
12 (h) publish the statement on the £-Commissioner's website; and
13 (i)give a copyofthe statement to the provider of the service.

14 18. Link deletion notice:

15 (l)lf:
16 (a) a person provides an internet search engine service; and

17 (b) end users in Nigeria can access class 1 t: aterial using a
Huk l 8 provided by the service;
19 theE-Commissionermaygive the provider of the serviceawritten notice, to be
20 known as a link deletion notice, requiring the provider to:
2! (c) cease providinga link to thematerial using the service;and
22 (d)dosowithin:
23 (i) 24hours after the notice was given to the provider;or
24 (ii) such longer period as the£-Commissioner allows.
25 (2) So far as is reawnably practicable, the material must be identified
26 in the link deletion notice in a way that is sufficient to enable the internet search
27 engine service provider to cease providing a link to the mater_ial.
28 (3) The link deletion notice may also require the internet search
29 engine service provider to:

30 (a) notify the£-Commissioner that the provider has ceased to provide
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a link to the malerial;and

2 (b) do so as soon as practicable after the cessation.

3 (4) The E-Commissioner must not give the link deletion notice

4 unless:

5 (a) theE-Commissioner is satisfied that there were 2 ormore times

6 during the previous 12 months when end users in Nigeria could access class

7 I material using a link providedby the service; and

8 (b)duringtheprevious l2months:

9 (i) the £-Commissioner gave one or more removal notices under

10 Classification of National Films and Video Censors Board Act 1993 in

11 relation to class Imaterial that could be accessed using a link provided by

12 the service;and

13 (ii) those removal notices were not complied with.

14 Compliancewith link deletion notice

15 A person must comply with a requirement under a link deletion notice to the

16 extentthatthepersoniscapable of doing so.

17 Formalwarning

18 ·The E-Commissioner may issue a formal warning if a person contravenes
19 Compliancewith link deletion notice.

20 Revocation ofiink deletion notice

21 If a link deletion notice is in force relation to the provider of an internet

22 search engine service, the £-Commissioner may,by written notice given to
23 the provider, revoke the link deletion notice.

24 19. App removalnotice:

25 (!)If:

26 (a) a person provides an app distribution service;and

27 (b) the service enables end users in Nigeria to dovvnload an app that
28 facilitates the posting of class 1 material on:

29 (i) a social media service;or

30 (ii)a relevant electronic service; or

App removal
notices
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(iii) adesignated internet
service;

2 theE-Commissioner tnay give the provider of the app distribution service .::1

3 writtennotice, tobeknown as anapp removal notice) requiring theprovider to:
4 (c) cease enabling end users inNigeria to download the app using tlle
5 service;and
6 (d)dosowithin:
7 (i)24hours after thenoticewas given to the provider;or
3 (ii)such longer period as the£-Commissionerallows.
9 (2)So far as is reasonably practicable, the material must be identified
10 in the app removal notice in a way that is sufficient to enable the app
!I distribution service provider tocomply with the notice.
12 (3) The app removal notice may also require the app distribution
13 serviceproviderto:

14 (a) notiJy the £-Commissioner that the provider has ceased to enable ·.
15 endusers in Nigeriatodownload theapp;and
16 (h)do so as soon as practicable afterthe ce"ation.
17 (4)TheE.-Commissionermust notgive theapp removal notice unIess:
18 (a) theE-Commissioner is satisfied that there were 2 or more times
19 during the previous 12months when end users inNigeria could use the service
20 todownloadanapp thatfacilitates the postingof class Imaterial;and
21 (h)duringtheprevious12months:
22 (i) the E·Commissioner gave one or more removal notices under
23 Classification ofNationalFilms and VideoCensors BoardAct 1993 in relation
24 to class I material, the postingofwhich is facilitated by the app;and
25 (ii) thoseremovalnotices were not complied with.
26 Compliancewith app removal notice
27 A person must comply with a requirement under an app removal notice to the
28 extent that the person is capableofdoingso.
29 Formalwarning
30 The E·Commissioner may issue a formal warning if a person contra'"''""
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Compliance -...yith app removal notice

2 Revocation of app removal notice
3 Ifan app removal notice is in force in relation to the provider of an app

distribution service, the E-Commissionermay,bywritten notice given to the

provider, revoke the app removalllotice.
·'6 20. Industry codes:

7 Interpretation
8 Fo the purposes oft."'lis Section, an industry code is a code developed under
9 this Section (whetherornotinresponse to arequestunderthis Section).
10 Industry standards
II For the purposes of this Section, an industry standard is a standard
'12 determined under this Section.
13 Online activity
14 For the purposes of this Section, an online activity is an activity that consists

15 of:
16 (a) providing u social media service, sO far as the service is
17 provided to end users inNigeria; or
18 (b) providing a relevant electronic service, so far as the service is
19 provided to end users inNigeria; or
20 (c) providing a designated internet service, so far as the service is
21 provided to end users inNigeria; or
22 (d) providing an internet search engine service, so far as the service
23 is provided to end users inNigeria; or
24 (e) providing an app distribution service, so far as the service is
25 provided to end users inNigeria; or
26 (f) providing a hosting service, so far as the service hosts material

Industries codes
and industry
standards

29 provided to customers inNigeria: or

.,,1



27 inNigeria; or
28 (g) providing an internet caniage service, so far as the service is

30 (h) manufacturing, supplying, maintaining or installing any of the
·, "ll

.
'::,
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1 folh. 1.:ingequipment:

2023

...

..
2 (i) equipment that is for use by end users in Nigeria of a social media

' 3 servict 'connectionwith the service;

4 (ii) equipment that·is for use by end users in 1\Tigeria of a relevant

5 electronic service in connection with the service;

6 (iii) equipment that is for use by end users in Nigeria of a designated

7 internet service in connection with the service;

8 (iv) equipment that is for use by end users in Nigeria of an internet

9 carriage service in connection with the service.

10 Sections of the online industry

II (I)For the purposes oft is

12 to be ascertained in accordance with this section.

13 (2) For the purposes of this Section, each of the following groups is a

14 section oftheonline industry:

15 (a) the group consisting of providers of social media services, so far as

16 those services are provided to end users in Nigeria;

17 (b) the group consisting of providers of relevant electronic services,

18 sofar as those services are provided to end users in Nigeria;

19 (c) the group consisting of providers of designated internet services,

20 so faras those services are provided to end users in Nigeria;

21 (d) the group consisting of providers of internet search engine

22 services, so far as those services are provided to end users i'lNigeria;

23 (e) the group consisting of providers of app distribution services, so

24 far as t.l-tose services are provided toend users in Nigeria;

25 (f) the group consisting of providers of hosting services, so far as

26 those services host material in Nigeria;

27 (g) the group consisting of providers of internet carriage services, so

28 far as those services are provided to customers in Nigeria;

29 (h) the group consisting of persons who manufacture, supply,

30 maintain or install any of the following equipment:
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(i) equip:nent that is for M.Se by end users in Nigeria of a social

2 media service in connection with the service;

(ii) equipment that is for use by end users in -Nigeria of a re1eva!1t

electronic serv-icecor..nection with the service;

(iii) equipment that is for use by end 1Jsers in Nigeria of a
6 c: :gnated internet service in connectionwith the service;

7 (iv) equipment that is for use by end users in Nigeria of an internet
8 ca, <1.ge service in connectionwith the service.

9 Participants in a section ofthe online industry

1 0 For the purposes of this Section, if a person is a member of a group that

11 constitutes a section of the online industry, the person is a participant in thai
12 section of the onlin.e industry.

13 Genera:principles relating to industry codes and industry standards

14 Statement of regulatory policy
15 (I) The Parliament intends that bodies or associations that theE-
16 Com_missioner is satisfied represent sections of the online industry shou1d

17 develop codes (industry codes) tJ,at are to apply to particip:mts in the
18 respective sections ofthe industry in relation to their online activities.

19 (2) The Parliament intends that the £-Commissioner should make
20 reasonable efforts to ensure that, for each section of the online industry,
21 either:

22 (a) an industry code is registered under this Section within 6

23 months after the commencement ofthis Section; or
24 (b) an industry standard is registered under this Section within 12

25 months after the commencement of this Section.

26 Examples of matters that may be dealt with by industry codes and induGuy
27 standards
28 (l)This section sets out examples of matters that may be dealt with
29 by industry codes and industry standards.
30 (2) The applicability of a particular example will depend onwhich

c 2141
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secti of the online indust:Iy is involved.
2 (J) Theexamples are as follows:
3 ,·a}procedures for dealing with class I material, or class 2 material,
4 provided on a social media service;
5 (h) procedures for dealing with class I material, or class 2 material,
6 · provided on a relevant electronic service;

7 (c) procedures for dealing with class I material, or class 2 material,
8 provided ona designated internet service;
9 (d) procedures directed towards the achievement of the objective of
10 ensuring that, in the event that a participant in the providers of internet carriage

\l services section of the online industry becomes aware that a hostirig service
'12 provider is hosting class I material, or \lass 2 material, in Nigeria, the hosting

13 service provider is told about thematerial;
14 (e) procedures to be followed in order to inform producers of online
15 content about their legal responsibilities in relation to that content;
!6 (f) procedures directed towards the achievement of the objective of
17 ensuring that online accounts are not provided to children without the consent

18 ofa parent or responsible adult;
19 (g) procedures directed towards the achievement of the objective of
20 ensuring that customers have the option of subscribing to a filtered internet
21 carriage service;
22 (h) giving end users information about the availability, use and
23 appropriate application of online content filtering software;

24 (i) providing end users with access to technological solutions to help
25 them limit access to class 1material and class 2 material;

26 G) providing end users wid1 advice on how to limit access to cls
27 mateiial and class2material;
28 (k) action to be taken to assist in the development and implementation
29 of onI ine content filtering technologies (including labelling technologies);
30 (1) promoting awareness of the protection issues associated with
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social media §trvices;

2 (m) promoting awareness of the protection issues associated with

3 relevant electronic services;

4 (n) promoting awareness of the protection issues associated with

5 designated internetservices;

6 (o) procedures to be followed in order to deal with protection issues

7 associatedwith social media services;

8 (p) procedures to be followed in order to deal with protection issues

9 associated with relevant electronic services;
10 (q) procedures to be followed in order to deal with protection issues

11 associatedwith designated internet services;

12 (r) giving parents and responsible adults information about how to

13 supervise and control children's access to material provided on social media

14 services;

15 (s) giving parents and responsible adults information about how to

16 supervise and control children's access to material provided on relevant

17 electronic services;
18 (t) giving parents and responsible adults information about how to

19 supervise and control children's access to material provided on designated

20 internetservices;

21 (u) telling personsabout their rights to make complaints;

22 (v) procedures to be followed in order to deal with complaints

23 about class 1material, or class 2material, provided on social media services;
24 (w) procedures to be followed ir1 order to deal with complaints

25 about class 1 material, or class 2 material, provided on relevant electronic
26 services;
27 (x) procedures to be followed in order to deal with complaints
28 about class 1 material, or class 2 material, provided on designated internet
29 services;
30 (y) procedures to be followed in order to deal with reports about
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2

class 1 material, or class 2 material. provided on social media services, where
the reports are made byor on behalf of end users of those services;

3 (z) procedures to be followed in order to deal with reports about class

4 1 material, or class 2 material, provided on relevant electronic services, where

5 the reports are made byor on behalf of end users of those services;

6 (za) procedures to be followed in order to deal with reports about class

7 I material, or class 2 material, provided on designated internet services, where

8 the reports are made by or on behalf of end users of those services;

9 (zb) procedures to be followed in order to deal with complaints about

I 0 unsoliciteddectronic messages that promote or 3..dvertise one or more:

11 (i) websites; or

12 (ii) distinct parts ofwebsites; or.

13 (iii) apps;

14 that enable, or pur rt

!5 material;

16 (zc)if:

17 (i) dass2material is provided on asocial media service; and

18 (ii) tlteservice is provided from a foreign country; and

19 om the provider 0fthe service has reasonable grottr:ds to believe that

20 tlte material i,s hosted in Nigeria;

21 procedures to be followed to ensure the E-Comrnissioner is notified of the

22 material;

23 (zd) if:

24 (i) class 2 material is provided on a relevant electronic service; and

25 (ii) the service is provided from a foreign country; and

26 (iii) the provider of the service has reasonable grounds to believe that

27 the material is hosted inNigeria;

28 procedures to be followed to ensure the E-Commissioner is notified of the

29 material;

30 (ze)if:
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(i) class 2 material is provided on a designated internet service; and
2 (ii) the service is provided from aforeign country; and
3 (iii) the provider of the service has reasonable grounds to believe
4 that the material ishosted inNigeria;

5 procedures to be foll wed
6 material;
7 (zf) the referral to the E-Commissioner of complaints about
8 matters, where the complainant is dissatisfied with the way in which the
9 complaint was dealt with under the code or standard;
10 (zg) ensuring that end users are provided with information, and

11 support services, relating to online protection for Nigerians;

12 (zh) the making and retention of material directed towards the
13 achievement of the objective of ensuring that, in the event that new social
14 media services are developed that could put at risk the protection of children
15 who are end users of the services, the £-Commissioner is informed about
16 thoseservices;
17 (zi) the making and retention of material directed towards the
18 achievement of the objective of ensuring that, in the event that new releva.Rt
19 electronic services are developed that could put at risk the protection of
20 children who are end users of the services, theE-Commissioner is informed
21 about those services;
22 (zj) the making and retention of material directed towards the

23 achievement of the objective oensuring that, in the event that new
24 designated internet services are developed that could put at risk the
25 protection of children who are end users of the services, the E-
26 Commissioner is informed about those services.
27 Escalation of complaints
28 Scope:
29 (1) This section applies if an industry code or industry standard
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2
dealswit_h thematter related to industry codes and industry standards
Escalation

3 (2) The industiy code or industry standard, as the case may be:must
4 alsb dealwith thematter industry codes and industrystandards

Industry codes 5 21,Registration of industry codes:
6 Scope:
7 . (I)Thissectionappliesif:
8 (a) the £-Commissioner is satisfied that a body or association
9 represents a particular section of the online industry; and

10 (b) that body or association develops an industry code that applies to
11 participaJ)ts in that section of the industry and deals with one or more

matters12 relating to the onlineactivities ofthose participants; and
13 (c) the body or association gives a copy of the code to the E-
14 Commissioner; and
15 (d)the£-Commissioner issatisfied!hal:
16 (i) to the extent to which the code deals with one or more matte;s of
17 substantial relevance to the community-the code provides appropriate

18 communitysafeguards forthatmatterorthosematters; and
19 (ii) to the,extent towhich the code dealswith one ormorematters that
20 are not of substantial relevance to the community-the code deals with that
21 matteror thosematters inanappropriatemariner; and
22 (e) the £-Commissioner is satisfied that, before giving the copy of the
23 code to the £-Commissioner:
24 (i) the body or association published a draft of the code and invited
25 members of the public to make submissions to the body or association about
26 th.e draftwithin a specified period; and
27 (ii)the body orassociation gave consideration toanysubmissions that

28 were received frommembers of the publicwithin that period;and
29 (f) the £-Commissioner is satisfied that, before giving the copy of the
30 code to theE-Commissioner:
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(i) the body or association published a draft of the code and invited

? participants in thati$ection of the industry to make submissions to the body or

association about the draft within a specifiedperiod; and
(ii) the body or association gave consideration to any submissions

-hat were received from participants in that section of the industry ·..vithin

6 ·a,_ period;and
7 (g) the E-Comrnissioner has been consulted about the development

8 ofthecode.
9 Registration

10 (2) TheE-Commissioner may register the cod10 by including it in

11 the Register of industry codes kept under section 149.

Periodof consultation

(3) A period specified under subparagraph (l)(e)(i) or (l)(f)(i)
Ilast1 n

15 Replacing industry codes

16 (4)lf:

!7 (a) an industry code (the new code) is registered under this Section;

18 and

19 (b) the new code isexpressed to replace another industry code;

20 the other code ceases to be registered under this Section when the new code

21 is registered.

22 E-Commissioner may request codes

23 (!)If the E-Comrnissioner is satisfied that a body or association

24 represents a particular section of the online industry, the E-Commissioner

25 may, by written notice given to the body or association, request the body or

26 assOciation to:

27 (a) develop an industry code that applies to participa_qts in t,'mt

28 section of the industry and deals with one or more specified matters relatiug

29 to the online activities ofthose participants; and

30 (b) give theE-Commissioner a copy of the code within the period
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I spe' din
2 (2) The period specified ina notice under subsection (1) must run for
3 at least . 0 days,

4 (3) The £-Commissioner may vary a notice under subsection (I) by
5 extending the period specified in the notice.
6 (4)Subsection (3)does not limit the application ofObjection notice
7 (5) A notice under subsection(!) may specify indicative targets for

8 achieving progress in the development ofthe code (for example, a target of60

9 daytodevelop a preliminary draft of the code).

10 Publication of notice where no body or ysociation represents a section ofthe

11 on!ine industry

12 (I) If the £-Commissioner is satisfied that a particular section of the

13 on1ine industry is not represented by a body or association, the £­
14 Commissioner may publish a notice in the Gazette:

15 (a) stating that, if such a body or association were to come into
!6 existence within a specified period, the E-Commissioner would be likely to

17 give anotice to that body or association under Commissioner request codes and

18 (b) setting out the rr:atter or matters relating to online activities that
19 v..:culd be likely to be specified in the Commissioner request codes notice.

20 (2) The period specified in a notice under subsection (1) must nm for

21 at'•cast 60 days_

22 Cc.r:1pliance with industry codes

(!)If:
24 (a) a person is a participant in a particular section of the onliJt_e
25 industry; and

26 (b) the £-Commissioner is satisfied that the person has contravened,
)_7, or is contravening, an industry code that:

28 (i) is registered under this Section; and

29 (il) applies to participants in that section ofthe industry;

30 the - . r may, by '0iritten notice given to the person, direct the
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person to comply with the industry code.

2 (2) Aperson must comply with a direction under subsection (1).

Formal WlliTlings..breachof industry codes

Scope:
(I) This section applies to a person who is a participant in a

6 'tkularsection of the online industry.

7 ·ng:

8 (2) TheE-Commissionermay issue a formal warning if the person

9 contravenes an industry code registered under this Sec,tion.

10 Industt)'standards

ll E-Commissioner may detennine an industry standard

12 (1) The E-Commissioner may, by legislative instrument,
13 detennine a standard that applies to participants in a particular section of the

14 online industry if:

15 (a) theE-Commissioner has made a request under Publication of

16 notice where no body or association represents a section of the online
17 industry in elation

18 of the following conditions is satisfied:

19 (i)therequest is not compliedwith;

20 (ii) if a draft code is developed by the body or association-the draft

21 does not contain appropriatecommunity safeguards to deal with one or more

22 matters specified intherequest;

23 (iii) if indicative targets for achieving progress in the development

24 of the code were specified in the notice of request-any of those indicative

25 targets were not met;

26 (iv) the request is complied with, but the E-Cornmissioner

27 subsequently refuses to register the code; or

28 (b) the E-Com.rnissioner has published a notice in relation to a

29 particular section of the online hdustr:f that is nor represented by a body or

30 associationand aH of the foHm'.ring coaditions arsatisfied:
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(i) the notice states that, if such a body or association were to come
.'.

2 into e tence within a specified period, the E-Commissioner would be likely

3 to give -otice to that body or association under Publication of notice where no

4 body or. _:;ociationrepresents

5 {ii) the notice sets out one or more matters relating to the online

6 activities of the participants in that section of the industry that would be

7 specified in a notice under Publication of notice where no body or association

8 represents a section of the online industry

9 (iii) no such body or association comes into existence within the

IO period specified in the notice; or

II (c) an industry code that applies to participants in a particular section

12 of an online industry has been registered under Registration of industry codes

!3 for at least 180 days and all ofthe following conditions are met:
'A (i) theE-Commissioner is satisfied that the code is deficient;

15 (ii) the £-Commissioner has given the body or association tl1at

16 developed the code a written notice requesting that deficiencies in the code be

17 addressed within a specified period;

18 (iii) the period specified under subparagraph (ii) ends and the E­

19 Comrnissioner is satisfied that the deficiencies in the code have not been

20 adequately addressed.

2l ( Ia) Forthe p1rrposes of subparagraph (1)(c)(i), an industry code that

22 applies to participants in a particular section of an online industry and deals

23 with one or more matters relating to the online activities of those participants is

24 deficient if:
25 (a) the code is not operating to provide appropriate community

26 safeguards in relation to one or more of those matters; or

27 (b) the code is not otherwise operating to regulate adequately

28 participants in that section of the online industry in relation to that matter or

29 those matters.

30 (lb) The E-C01mnissioner must not detennine a standard under
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subsection (I) that applies to participants in a particular section ofthe online

2 industry unless the E-Commissioner is satisfied that it is necessary or

3 convenient for theE-Commissioner to determine a standard in order to:

4 (a) provide appropriate community safeguards inrelation to one or

5 more matters relating to the online activities of those participants; or

6 (b) otherwise regulate adequately participants in that section ofthe

7 online industry in relation to that matter or those matters.

8 (2) A standard under this section is to be known as an industry

9 standard.

10 (3) The Relevant Minister may, by legislative instrument, give the

11 E-Commissioner a written direction as to the exercise of the E-

12 Commissioner's powers under this section.

13 Compliancewi 'l

14 If:

IS (a) an industry standard that applies to participants in a particular

16 section of the online industry is registered under this Section; and

17 (b) a person is a participant in that section of the online industry;

18 the personmust comply with the industry standard.

19 Formal warnings-breach of industry standards

20 Scope:

21 (1) This section applies to a person who is a participant in a

22 particular section of the online industry.

Warning:

24 (2) TheE-Commissionermay issue a fonnal warning if the person

25 contravenes an industry standard registered under this Section.

26 Public consultation on industry standards

27 (1) Before determining or varying an industry standard, theE-

28 Commissionermust:

29 (a) make a copy of the draft available on the E-Commissioner's

30 website; and
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.,... 1 (b) publish anoticeon theE Comrnissioner's
2 (i) stating that the E-Commissjoner has prepared a draft of the
3 industry standard or variation;and
4 ( i)
5 draft to theE-Commissioner within the period specified in the
notice.
· 6 (2) The period specified in the noticemust run for at least30 days after
7 the publication of the notice.
8 (3) Subsection(!) does not apply to a variation if the variation is of a
9 minornature.
10 (4) If interested persons have given comments in accordance with a
Il notice under subsection (1), theE-Commissioner must have due regard to t2

those comments in determining or varying the industry standard, fls the case

13 maybe.
14 Register ofindustry codes and industl)' standards
15 E-Commiss1onertomaintain Register of industry codes and industry standards

]6 (!)The £-Commissioner is to maintain a Register in which theE-
17 Commissioner includes:

18 (a) aU industry codes that the E-Cornmissioner decides to register

19 under this Section; and
20 (b) all industry standards; and
21 (c) all requests made under Commissioner request for codes; and

22 (d) all directions underCompliancewith indust!)' codes.
23 (2)The Registermaybe maintained by electronicmeans.
24 (3) The Register is to be made available for inspection on the E-
25 Commissioner1s website.

26 Industry standards prevail over inconsistent industry codes

27 !fan industry code is:
28 (a) registered under this Section; and



29 (b) applicable to a person;
30 the c-ode has no effect to the extent to vvl1ich it is inconsistent with an industry



2023 Child Online Access Protection Bill, 2023 c 2153

standard that is:

2 (c) registered under this Section;and

3 (d) applicable to the person.
4 22. Federal Court may order a person to cease providing a social Federal Court

Orders
5 media service
6 (I) If theE-Commissioner is satisfied that:
7 (a) a person is the providerofa socialmedia service; and
8 (b) there were 2 or more occasions during the previous 12 months
9 onwhich the person contravened a civil penalty provision ofthis Part; and
10 (c) as a result of those contraventions, the continued operation of

11 that socialmedia service represents a significant community protection risk;
12 the E-Commissioner may apply to the Federal Court for an order that the
13 person cease providing that social media service.

14 (2) lfthe Federal Court is satisfied, on such an application, that:
15 (a) the person is the provider of a socialmedia service; and
16 (b) there were 2 or more occasions during the previous 12 montl1S
17 on which the person contravened a civil penalty provision of this Part; and

18 (c) as a result of those contraventions, the continued operation of
19 that social media service represents a significant community protection risk;
20 the Federal Court may order the person to cease providing that social media
21 service.
22 Federal Court may order a person to cease providing a relevant electronic

23 s rvtce
24 (I) lfthe E-Commissioner is satisfied that:
25 (a) a person is the provider ofarelevantelec!ronic service; and
26 (b) there were 2 or more occasions during the previous 12 months
27 on \Yhich the person contravened a civil ;.;enalty provision o this
2g (c) as a result of those contraventions, the cor:tinued operati:.)t;_ of

. ' protection risk:
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the £-Commissioner may apply to the Federa] Court for an order that the
2 person cease providing that relevant electronic service.

3 (2) Ifthe Federal Court is satisfied, on such an application, that:
4 (a) the person is the providerofarelevrmt electronic service; and

5 (b) there were 2 or more ·occasions during the previous 12 months on

6 which the person contravened a civil penalty provision ofthis Part; and
7 (c) as a result of those contraventions, the continued operation ofthat

8 relevant electronic service represents a significant community protection risk;
9 the Federal Court may order the person to cease prDvidlng that rel.evallt

10 electronic servke.
11 Federal Court may ordt:r a person to cease pwviding a designated intenH;t

12 service
i3 (;)Ifthe E"':Ca:runissioucr is satisfied that:
14 (a) a _t.J ii>On

I 5 (b) t:H fe

16 which the persa;" ontraven fl
17 (c) as a. result of those contraventions} tJJe continued opemt1oa o[ hat

18 designated internet service represents a significant commm1ity protect!or ,_
19 the £-Commissioner may apply to the Federal Court for an order that the
20 person cease providing that designated internet service.
21 (2) If the Federal Court is satisfied,on such an application, that:
22 (a) the person is the providerof a designated internet service; and
23 (b) there were 2 or more occasions during the previous !2 montos on
24 which the person contravened a civil penalty provision of this Part;and

25 (c) as a result of those contraventions, the continued operation of that
26 designated internet service represents asignificant community protection risk;
27 the Federal Court may order the person to cease providing that designated

28 internet service.
29 Federal Court may order a person to cease supplying an internet carriage

30 service
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(1) If theE-Commissioner is satisfied that:

2 (a) a person is the supplier of an internet carriage service; and
0 (b) there j-ere 2 or more occasions during the previous 12 months

4 on which the person contravened a civil penalty provision of this Part; and

5 (c) as a result of those contraventions, the continued operation of

6 that internet carriage service represents a significant community protection

7 risk;

8 theE-Commissioner may apply to the Federal Court for an order that the

9 person cease supplying that internet carriage service.

JO (2) lftheFederal Court is satisfied, on such an application, that:

11 (a) the person is the supplier of an internet carriage service; and

12 (b) there were 2 or more occasions during the previous 12 months

13 on which the person contravened a civil penalty provision of this Part; and

14 (c) as a result of those contraventions, the continued operation of

15 that internet carriage service represents a significant community protection

16 risk;

17 the Federal Court may order the person to cease supplying that internet

18 carriage service.

19 23.-(1) Except as otherwise provided in this Act, a person guilty of Penalties

20 an offence under this Act shall, on conviction,be liable

21 (a) for a first offence, to a fine of up to N1,000,000.00 for an

22 individual, N5,000,000 for a company;and

23 (b) for a second and subsequent offence, to a fine of up to

24 NlO,OOO,OOO.OO for a company.

25 (2) The institution of proceedings or imposition of a penalty under

26 this Act shall not relieve a company from liability to pay to the Service a tax

27 which is or may becomedue under this Act.

28 (3) Notwithstanding subsection (l)(a) and (b) of this section,

29 where any company or corporate body liable to file an child online

30 protection tax return under this Act fails in any year to file such return, the
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Service, if it ic;r-t::.e apinion that such a company or corporate body is liable to

2 pay child ;::;r,; :::::
3 determine the amount of assessable profit of such company and make an

4 assessment of child online protection tax in accordance with the provisions of

5 thisAct.
Removal Notices 6
relating to class l
material 7

24. Removal notice given to the provider of a social media service,

relevant electronic service or designated internet service

8 (l)Jf:
9 (a) material is,or has been, provided on:
10 (i) a social media service; or

11 (ii) a relevant electronicservice; or
12 (iii) a designated internet service; and

13 (b) theE-Commissioner is satisfied that thematerial is or was class 1

14 material; and

15 (c)thematerial can be accessed by end users in Nigeria; and

16 (d) the service is not:
17 (i) an exempt Parliamentary content service; or
18 (ii) an exempt court/tribunal content service; or

19 (iii) ao exempt official inquir;content service;

20 theE-Commissionermay give the provider ofthe sendee a written nutice, to Oe

21 kno\Vll as a removal notice, requiring the provider to:
22 (e) take all reasonable steps to ensure the removal of the mt'ie:-i;o' r,,,,·•·

23 the service; and
24 (f)dosowithin:
25 (i)24 hours after the noticewas given to the provider; or
26 (ii) such longer period as theE-Commissioner allows.

27 (2) So far as is reasonably practicabie, the materia! must bi\Jellt i .:;d

28 in the removal notice in a way that is sufficient to enable the p·:::xk:e·



29 service to complywith the notice.
30 Removal notice given to a hosting service provider
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(1) If:
(a) materia; is, or has been, p:·::vided c:1:
(i) a social media service; oc·
(ii) a releVant electronic service;or
(iii) a designated internet service; and

(b) theE-Commissioner is satisfied that the material is or was class

1material; and

(c) the material can be accessedby end users inNigeria; and

(d) the service is not:

(i) an exempt Parliamentarycontent service; or (ii) an

exempt court/tribunal content service; or (iii) an

exempt official inquiry content service;and

(e) the material is hosted by a hosting service provider;

(f) take all -- tocease hosting
'.-i' \ill do so wii..l..n. _ '

(i) 24 hoursafterthenoticewas given to the provider;or

(ii) such longer period as the £-Commissioner allows.

(2) So far as is reasonably practicable, the material must be

identified in the removal notice in a way that is sufficient to enable the
hosting service provider to comply with the notice.

Compliance with removal notice
A person must comply with a requirement under a removal notice to the
extent that the person is capable of doing so.

Formal warning
TheE-Commissioner may issue a formal warning if a person contravenes
Compliance with removal notice.
Revocation of removal notice
If a removal notice is in force under section Removal notice given to the



c 2158 Child Online Access Protection Bill, 2023 2023

provider of a social media service, relevant electro;;ic service or designated
2 internet service or Removal notice given to a hosting service provider in
3 relation to:
4 (a) theproviderofasocialmediaservice;or
5 (b) the provider of a relevant electronic service; or
6 (c) the provider of a designated internet service; or
7 (d) a hosting service provider;
8 the E-Commissioner may, by written notice given to the provider, revoke the
9 removal notice.
l 0 Service provider notifications
11 If the E-Cornmissioner is satisfied that there were 2 or more occasions during
12 the previous 12months onwhich:
13 (a) class 1material is,orhasbeen,provided on:
14 (i) a social media service;or
15 (ii) a relevant electronic service;or
16 (iii) a designated internet service;and
17 (b) the material can be, or was able to be, accessed by end users in
IS Nigeria; and

19 (c) the service is not:
20 (i) an exempt Parliamentary content service; or
21 (ii) an exempt court/tribunal content service; or
22 (iii) an exempt official inquiry content service; and
23 (d) the provision of the material contravened the service's ter:-r;.s ;Jf

24 use;
25 theE-Comrnissionermay:
26 (e) prepare a statement to that effect; and
27 Jf) JlUbJishthstaleme!!t9!>\he-E£ommissicne<'&we Jsite; and
28 (g) give a copy of the statement tothe provider of theseiVice.

Terms and 29
conditions for
the E-sommissiner 30

25. Remuneration and allowances:
(1) The E-Commissioner is to be paid the remuneration that is



2023 Child Online Access Protection Bill, 2023 c 2159

determined by the Revenue Mobilisation Allocation
2 Commission,

and Fiscal

3 (2) The E-Commissioner is to be paid tbe allowances that are
4 prescribed bytbe legislative rules.

5 Leave of absence
6 (I) TheE-Commissioner has tbe recreation leave entitlements that
7 are determined by the relevant Laws.
8 (2) The Relevant Minister may grant tbe E-Commissioner leave of
9 absence (other than recreation leave) on the terms and conditions, as to
10 remuneration or otherwise, that the Relevant Minister determines.

11 Outside employment
12 The E-Commissioner must not engage in paid employment outside tbe
13 duties of the E-Commissioner's office witbout tbe Relevant Minister's

14 approval.
15 Disclosure of interests to the Relevant Minister
16 The £-Commissioner must give written notice to the Relevant Minister of
17 all interests, pecuniary or otherwise, that the £-Commissioner has or
18 acquires, and that conflict or could conflict with the proper performance of

19 tbe E-Commissioner's functions.
20 Resignation
21 (1) The E-Commissioner may resign the E-Commissioner's
22 appointment by giving the Relevant Minister awritten resignation.
23 (2) The resignation takes effect on tbe day it is received by the
24 Relevant Minister or, if a later day is specified in tbe resignation, on that later

25 day.
26 Termination of appointment
27 (I) The Relevant Minister may terminate tbe appointment oftbe E-

L(.; Commissioner:
29 (a) formisbehaviour;or
30 (b) ifthe £-Commissioner is unable to perform tbe duties ofthe E-
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Commissioner's office because of physical ormental incapacity.

2 (2) The Relevant Minister may terminate the appointment of the E-

Other
Matters

3 ConEnissioner if:
4 (a) the £-Commissioner:

5 (i) becomes bankrupt; or

6 (ii) applies to take the benefit of any law for the relief ofbankmpt or

7 insolventdebtors; or

8 (iii) compounds with theE-Cornmissioner's creditors; or

9 (iv) makes an assignment of the E-Cornmissioner1s remuneration
for

10 thebenefit of!}1e E-Commissioner1s creditors; or
ll (b) the £-Commissioner is absent, except on leave of absence, for 14
12 consecutive days or for28 days inany 12months; or
13 (c) theE-Commissioner engages, except with the Relevant Minister1S

14 approval.,t,paid t loyment
15 office; or ._ ; .

·-W .
16 (d) the £-Commissioner fails, without reasonable excuse, to comply

17 with 11Disclosure ofiitterests to theMinister 11
•

18 Other terms and conditions

19 The £-Commissioner holds office on the terms and conditions (if any) in

20 relation to matters not covered by this Act that are determined by the Relevant
21 Minister.
22 26.SUPPLEMENTARY POWERS:

23 (1) The powers ofthe £-Commissioner include, but are not limited to,

24 thepower to enter into contracts.
25 (2) Any contract entered into by the £-Commissioner is to be entered

26 into on behalf ofNigeria.
27 (3) Any real or personal property held by the E-Commissioneris held

28 for and on behalf ofNigeria.
29 (4) Any money received by the £-Commissioner is received for and

30 on behalfofNigeria;
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{5) The E.-Commissioner cannot hold real or personal property, or

2 mone:;.r, on trust fer-

3 (6) To avoid doubt, a right to sue is taken not to be person.a1

4 property for the purposes ofsubsection(3).

5 E COMMISSIONER'S

6 (I)Any financial liabilities of the E-Conunissioner are taken to be

7 liabilities ofNigeria.

8 (2) For the purposes of this section, fmancial liability means a

9 liabHir;to pay a -rerson an ammmt,where the amount, or the method for

10 working out the amc·unt, has been determined.
11 ANNUAL REPORT

12 (I) TheE-Commissionermust, as soon as practicable after the end

13 of each financial year, prepare and give to the Relevant Minister, for

14 presentation to the Parliament, a report on the operations of the E-

15 Commissioner during that year.

16 (2) A report under subsection (1) relating to a financial year must

17 set out the foilowing:
18 (aa) the number of objection notices given to theE-Commissioner

19 duringthatyear;
20 (a) the number of notices given by theE-Commissioner during that

21 year;
22 (b) the number of notices given by the £-Commissioner during that

2J year;
24 (c) the number of notices given by theE-Commissioner during that

25 year;
26 (d) the number of noticesgiven by the £-Commissioner during that

27 year;
2f (e) the number of notices given by the E Commissioner

2S; year;
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1 (f) the number of notices given by theE-Commissioner during that

2 year;

3 (g) the number of notices given by theE-Commissioner during that

4 year;

5 (h) the number of notices given by theE-Commissioner during that

6 year;
7 (i) the number of directions given by theE-Commissioner during that

8 year;
9 Gl the number of notices given by theE-Commissioner during that

10 year;

II (k) the number of notices given by the E-Commissioner during that
12 year;

13 (I) the nu!IJ.ber of notices given by theE-Commissioner during that
14 year;

15 (Ia) the number of requests made by theE-Commissioner during that
16 year;
17 (m) the number of notices given by theE-Commissioner during that

18 year;

19 (n) the number of notices given by theE-Commissioner during that
20 year;

21 (o) the number of notices given by the E-Commissioner during that

22 year;
23 (p) the number of notices given by the E-Commissioner during that

24 year;

25 (q) the number of notices given by theE- during that year;

26 (r) the number of notices given by theE-Commissioner during that

27 year;

28 (s) the number of notices given by theE- during that year;

29 (t) the number of notices given by the E-Commissioner during that
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1 (u) thenumber of notices given by theE-Commissioner duringthat
2 year;
3 (v) the number ofnotices given by theE-Commissioner duringthat
4 year;
5 (w)the number of directimis given by the E-Commissioner during
6 thatyear;
7 (x) the number of applications made by the E-Commissioner
8 duringthatyear; ·'
9 (y) the number of applications made by the E'Commissioner
10 duringthatyear;
11 (z) the number of applications made by the E-Commissioner
12 during that year;
13 (za}the number of applications made by the E-Commissioner
14 duringthatyear;
15 (zb) the number of notices given by theE-Commissioner during
16 thatyear;
17 (zc) the number of notices given by theE-Commissioner during
18 thatyear;
19 (zd) the number of notices given by the E-Comrnissioner during
20 thatyear;
21 (ze) the number of decisions that were reviewed by the E-
22 Commissionerunder the internalreview schemeduring thatyear;
23 (zt) the number of applications that were received by the E-
24 Commissionerunderthe internalreviewscheme duringthatyear;
25 (zg) the number of informal notices given, and informal requests
26 made, by the E-Comrnissioner to a person in relation to cyber bullying
27 material targeted at aNigerian child duringthatyear;
28 (zh) the number of informal notices given, and informal requests
29 made, by the E-Commissioner to a person in relation to non consensual
30 sharing of intimate images duringthatyear;
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(zi) the number of informal notices given, and informal requests
made, by the E-Commissioner to a person in relatioto cyber abuse material
targeted at a Nigerianminorduringthatyear;

(zj) the number of informal'notices given, and informal requests
made, by the E-Cofnmissioner to a person in relation to material that depicts
abhorrent violent conduct during that year;

(zk) the number of informal notices given, and informal requests
made, by the E-Commissionerto a person in relation to class I material during
that year;

(zl) the number of informal notices given, and informal requests
made, by the E-Commissionerto a person in relation to class 2 material during
that year;

(zm) the number and :ercentage of complaints made to the E­
Commissioner during that year for cyber bullying material targeted at a
Nigerian child by ground or categoty of harm, with such grounds or categories
ofharm to be determined by theE-Commissioner;

(zn) the number and percentage of complaints made to the E­
Commissioner during that year for non consensual sharing'ofintimate images
by ground or categoty ofharm, with such grounds or categories of harm to be
determined by theE-Commissioner;

(zo) the number and percentage of complaints made to the E-
Commissioner during that year for cyber abuse material targeted at a Nigerian
minor by ground or category ofharm, with such grounds or categories ofharrr:
to be determined by theE-Commissioner;

(zp) the number and percentage of complaints made to the E-

26 Commissioner during that year under the online content scheme by ground or

27 category ofharm, with such grounds or categories ofhann to be determined by
28 theE-Commissioner.

Advisory
Committees

29 27.-(1) The E-Commissioner may, by writing, establish advisory



30 committees to assist the E-Commissioner in performing any of the E-
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1 Commissioners functions.

2 (2) An advisory committee consists of such persons as the E-

3 Commissionerfrom time to time appoints to the committee.

4 (3) TheE-Commissioner may revoke a person's appointment to an

5 advisory comt?-ittee.
6 (4) TheE-Commissionermay give an advisory committee written

7 directions asto:

8 (a) the way in which the committee is to carry out its functions; and

9 (b) the procedures to be followed in relation tomeetings.

10 (5) An appointment to an advisory committee is not a public office

11 withinthemeaningofthenational salaries, incomeandwagesAct.
12 28.-(1) TheNATIONAL BROADCASTING COMMISSIONmust:

13 (a) assist the E-Commissioner to perform theE-Commissioner's

14 functionsandexercise the £-Commissioner'spowers; and

15 (b) do so to such extent as the E-Commissioner reasonably

16 requires.
17 (2) The assistance may include the following:

18 (a)the provision of advice;

19 (b) the making available of resources and fucilities;

20 (c) the making available of the Consumer Consultative Forum

21 established by the Nationa! Broadcasting Commission to assist the E­
22 Commissioner to perform the £-Commissioner's functions in relation to

23 matters affecting Nigerians.

24 MEMBERS OF THE STAFF OF THE NATIONAL
BROADCASTING
25 CoMMISSION

26 (3) TheNationalBroadcasting Commission must:

27 (a) make available members of the staff of the National

28 Broadcasting Commission to assistheE-Commissioner to perform theE-

29 Commissioner's functions and exercise the E-Commissioner's powers, so

30 long as the £-Commissioner considers that those members have the skills,

Assistance to the
E-Commissioner
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qualificationsor experiencenecessary to so assist theE-Commissioner;and

2 (b) do o
3 (4}When perfor,mipg_ erv:ices

4 th _staff
5 ofthe E-Cornmissioner.
6 RELEVANT MINISTERIAL DIRECTIONS

7 (5) The Relevant Minister may, by legislative instrument, give

8 dir.ections_ to the National
.
Broadcasting Commission in relation to the

9 performance of itsfunctions, or the e ercise

10 (6) The National Brpadcasting Commission must comply with a
11 direction under subsection (5).
12 DEEMED MEMBERS OF THESTAFp OF THE NATIONAL BROADCASTING

Contractors
engaged by the
E-Commissioner

Commissioner
not subject to
direction by the
National

13 COMMISSION

14 (7) .For the purposes of this section, if a person is an officer or
15 employee whose services are made available to the National Broadcasting
16 Commission, the person is taken to be a member of the staff of the National
17 Broadcasting Commission.
18 29.-(1) The E-Co misSioner
19 persons to assist the E-Commissioner to perform the £-Commissioner's
20 functionsand exercise theE-Commissioner's powers.

21 (2) The persons are to be engaged on the terms and conditions that the
22 £-Commissioner determines inwriting.
23 (3) When performing services for the E-Commissioner, a person
24 engaged under subsection (!) is subject to the directions n· >t E-
25 Commissioner.
26 30. To avoid doubt, theE-Commissioner is not subject to direction by:

27 (a) the National BroadcastingCommission; or
Broadcasting
Commission etc. (b) a member or associate member of the National Broadcasting

29 Commission; or
30 (c) amember of thestaffoftheNational Broadcasting Commission;
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2
n
the E-Cornrnissioner.

3 31.-(1) The £-Commissioner may, on behalf of the -Nigerian, Consultants

4 engage persons having suitable qualifications and experience as consultants
5 to theE-Commissioner.

6 (2) The consultants are to be engaged on the terms and conditions
7 that theE-Commissioner determines in writing.
8 32.-(1) The Relevant Minister may, by legislative instrument, give
9 directions to the E-Commissioner about the performance of the E-

Relevant Minister
may give directioru
to the
E-Commissioner

10 Commissioner's functions or the exercise of the£-Commissioner's powers.
11 (2) A direction under subsection (I) must be of a general nature
12 only.

13 (3) The E-Commissioner must comply with a direction under
14 subsection (I).

15 33. In this Act:

16 access includes:
17 (a) access that is subject to a pre condition (for example, the use of a

18 password); and
19 (b) access bywayofpush technology; and
20 (c) access byway of a standing request.
21 access control system, inrelation to material, means a system under which:
22 (a) persons seeking access to the material have a password, or a

23 Personal Identification Number, that provides a means of limiting access by

24 other persons to the material; or
25 (b) persons seeking access to the material have been provided with

26 some other means oflimiting access by other persons to the material.

27 account includes:
23 (a)a free account;and

29 (b) a pre paid account; and

Interpretation
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I (c) anything that may reasonably be regarded as the equivalent of an

2 account.

3 adult means an individual who is 18 or older.

4 app includes a computer program.

5 app distribution service means a service that enables end users to download

6 apps,where the downloadof the apps is bymeans of a carriage service.
Short title 7 34.This Bill may be cited as. the Child Online Access Protection Bill,

8 2023.
EXPLANATORY MEMORANDUM

This Bill seeks to provide for the enactment of Child Online Access Protection

Bill2023 and other issues of online violence against the Nigerian child.


